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1. Introduction

1.1 Background

The Aerospace Vehicle Systems Institute (AVSI) is a research consortium for the aerospace industry formed pursuant to Section 6 (a) of the National Cooperative Research and Production Act of 1993. It consists principally of Boeing and its major suppliers. This paper is a product of the AVSI project on Certification Issues for Embedded Object-Oriented Software (AFE #7).

Object-oriented programming began circa 1966, with the advent of the language Simula [22][23], an object-oriented extension of Algol. It has developed, in the intervening years, into a full fledged software development approach that includes object-oriented analysis and design. Today there are many object-oriented languages, and object-oriented concepts dominate the fields of computer science and software engineering. Object-oriented modeling notations and concepts have also been standardized by the Object Management Group (OMG), an industry wide OO standards organization. The OMG standard for object-oriented modeling is the Unified Modeling Language (UML). 

[image: image4.wmf]This paper is a guide to development of DO-178B [1] compliant object-oriented software. It focuses on three object-oriented programming languages: Ada95, C++ and Java. It, however, is not a tutorial on object-oriented concepts or on any of these three languages. 

As indicated by the watermark associated with the document, the guidelines currently represent only a proposed standard. They have not yet been validated through their use in the development of actual FAA certified systems.

For further information on Object-oriented technology, it is recommended that the reader consult any of a number of books or online tutorials on the subject. The books by Booch [17] and Meyer [32] are both highly recommended. Online, the Cetus web site (http://www.cetus-links.org/) provides a large number of OO related links. With regard to testing and verification, the book Testing Object-Oriented Systems by Robert Binder [15] is one of the best on the subject. 

For further information on UML, it is recommended that the reader consult the OMG web site (http://www.omg.org) or any of a number of books on the subject. One of the best short guides is UML Distilled by Martin Fowler [24].  Larman [27] provides a more comprehensive look at object-oriented analysis and design and the use of patterns to capture effective solutions to common problems. The classic text on patterns, however, is the so-called “Gang of Four” book Design Patterns: Elements of Reusable Object-Oriented Software by Erich Gamma, Richard Helm, Ralph Johnston, and John Vlissides [25].

Numerous books and online tutorials are also available on Ada95, C++ and Java. The online Java tutorial from Sun Microsystems can be found at http://java.sun.com/docs/books/tutorial/index.html. The official language references are cited in the bibliography. The book Object-Oriented Programming Languages [36] provides a survey of a number of OO languages, including these three.

1.2 Motivation

Software verification and certification typically represent one-half or more of the total cost of system development and deployment.  Object-oriented (OO) development reduces these costs via reuse, not only of code but test cases and other artifacts.  It can also significantly reduce the life cycle cost and cycle times for product families by successfully isolating likely future changes. These economic factors make the widespread acceptance of OO inevitable. Object-oriented development, however, has not been widely used in safety-critical avionics software, and the FAA and DO-178B do not have explicit guidelines for its use. As a result, individual projects face a risk when attempting to certify systems containing object-oriented software, and must duplicate their efforts in making a case with the FAA for its acceptance.

For these reasons a study was needed to identify and resolve issues specific to object-oriented software with respect to DO-178B.  Significant savings appeared possible by pooling resources to form an industry team.  This approach also avoided the duplication and false starts that could have resulted if each company or each program had attempted to address this subject individually.  In addition, this allowed us to combine expertise, gain leverage with vendors providing tool support, and present a unified position on these issues.

This paper provides specific guidelines for the DO-178B compliance of object-oriented software. The primary focus is on issues that affect either the risks or costs of verification and certification. 
1.3 Approach

The basic approach has been to focus only on object-oriented features, referencing other guidelines regarding the use of language features that are not object-oriented. The interaction between object-oriented language features and non-object-oriented features is also considered. In order to focus narrowly, we also attempt to show a semantic equivalence between object-oriented language features and existing, already acceptable language features whenever it is possible to do so. 

The guidelines are summarized in table form in section 3. Notes associated with the tables either specify the guidance directly (if it can be summarized in a single paragraph), or reference a later section (if it cannot).

Rather than evaluate features directly in terms of DO-178B guidelines, they are first evaluated in terms of their impact upon various verification methods. The results of this evaluation appear in section 3.1.1
.  We next take into account which verification methods are recommended at each DO-178B level. This correspondence is summarized in the table appearing in Appendix A.  Based on this information, the guidelines are then presented in terms of their applicability at each of the DO-178B levels in section 3.2.1.  The information in this table must be regarded as incomplete, pending verification of the guidelines in practice.  The entries are the minimum allowed by our analysis.  It may be the case that features that are currently listed as restricted should have been forbidden at the higher levels of criticality.

When use of a feature is restricted  (e.g., at a given software level), a pattern
 is provided in section 4 that describes its allowed use. These patterns follow the standard for design patterns used most widely in the object-oriented development community [25]. By using such patterns to describe the restrictions, we hope to gain a similar wide spread acceptance of the guidelines by object-oriented developers. By working first at the design level, we also hope to provide a consistent set of guidelines for all the target languages. Language rules defined by each pattern describe how the restrictions map to coding guidelines in Ada95, C++ and Java. 

When the use of a feature is forbidden (e.g., at a given software level), a work around is provided that solves the same problem without use of the feature. To conserve space, all work arounds appear in the break out papers rather than the Guide itself.
The use of a particular feature or combination of features may also be restricted based upon the availability of tool support. Where such tool support is required, the minimum tool requirements are specified in section 6. These are targeted to tool vendors, and provided as input to the development organization’s tool selection process. In general, all recommendations are a function of: software level, target language, and available tool support. 

Process patterns are used to describe restrictions related to the object-oriented development process to be followed in order to comply with DO-178B. Like design patterns, process patterns are also widely used in the object-oriented development community. The pattern for Re-usable components appearing in section 4.7 is the only process pattern in the current version of the Guide.

The rationale for the guidelines with respect to each of the features is summarized in section 5. More detailed break out papers are provided to examine issues related to selected features (e.g., dynamic dispatch and multiple inheritance). 

Readership

This paper has been written for:

1. Regulators who provide approval of the software aspects of airborne systems certification containing object-oriented software (sections 3, 4 and 5). 

2. Developers of certified systems containing object-oriented software that must comply with DO-178B, and developers of object-oriented software for other high integrity systems (sections 3 and 4).

3. Those responsible for coding standards for certified systems containing object-oriented software that must comply with DO-178B, and those responsible for coding standards for object-oriented software in other high integrity systems (sections 3 and 4). 

4. Those selecting tools for use in the development of certified systems containing object-oriented software that must comply with DO-178B, and those selecting tools for use in the development and verification of object-oriented software in other high integrity systems (section 6).

5. Tool vendors marketing compilers, source code generators, and verification tools for use in the development of DO-178 compliant object-oriented software, and tool vendors marketing products for use in the development and verification of object-oriented software in other high integrity systems (section 6).

Developers using this guide are assumed to have a working knowledge of object-oriented concepts and their implementation in their target language. The recommendations of this paper should be supplemented by additional OO style guidelines, and by style guidelines specific to the target language.

1.4 Organization of this Guide

The Guide is intended to be an interpretation of DO-178B with respect to the use of each of the OO features considered to be within the scope of the project.

The document is organized into the following sections:

1. Introduction.

2. Definition of scope. 

3. A summary of the guidelines targeted to developers, and development organizations. 

4. The design patterns, design rules and language rules referenced by the guidelines.

5. The rationale for the guidelines with respect to each feature, with references to associated break out papers.

6. Tool requirements targeted to tool vendors and to development organizations selecting tools. 

7. Bibliography.

Technical reviewers and regulators who are evaluating the guidelines themselves should focus on the summary tables provided in section 3, the patterns that they reference, and the rationale provided in section 5. Background summaries are provided in the rationale section for the issues these guidelines address. Object-oriented terms are defined in the glossary. The Guide, however, is not intended to be a tutorial on object-oriented technology or on any of the target languages. 

Developers who wish to use the guidelines as a means to comply with DO-178B should focus on the summary table provided in section 3.2.1, and the patterns it references. Use of the Guide should be called out in the project’s Plan for Software Aspects of Certification (PSAC).

Each pattern defines language specific rules for its enforcement in Ada95, C++ and Java
. The language specific rules defined by each pattern should be used as the basis for coding guidelines, and included in the company’s or project’s coding standard.

Section 6 discusses tool requirements. It is targeted to tool vendors and to development organizations selecting tools that support use of the guidelines. The tables appearing in section 3 and the patterns defined in section 4 should also be of interest to tool developers who plan to provide support for the enforcement of these guidelines.


1.5 Instructions for submitting comments

Informal comments on this paper may be sent by e-mail to:

gwdaughe@collins.rockwell.com, trhoads@aisvt.bfg.com, wayne.schultz@honeywell.com,  or john.j.chilenski@boeing.com 

Comments should use the following format:

!topic: A one sentence summary

!version: The version of the document being reviewed

!section: The section or sections of the document being commented upon

!from: Author, affiliation, phone number

!discussion: Text of the discussion

!recommendations: Recommendations, if any, and the rationale for any proposed changes

Scope

For the purposes of this investigation, the term “object-oriented” refers to:

1. the use of classes to support encapsulation

2. the use of inheritance of interfaces to support subtyping

3. the use of inheritance of implementation (state and code) to support subclassing

4. the use of dynamic dispatch (virtual method invocation) to support polymorphism and the inheritance of code

These guidelines are restricted to the consideration of strongly typed languages and do not consider issues related to dynamic classification. The terminology used in this proposal is that defined by the Unified Modeling Language (UML) [7].  As in [32, section 3.1.1], a distinction is drawn between classes of objects (referred to simply as classes in UML) and classes of values (referred to as datatypes in UML).  In this regard, instances of object classes exhibit reference semantics, while instances of datatypes exhibit value semantics [32]. 

These guidelines are restricted to software classified per DO-178B in levels A through D only.  When the phrase “all software levels” is used, it means levels A through D.

1.6 Within scope

This paper addresses the following OO specific issues:

	Issue

	8. Use of dynamic dispatch and related issues

	9. Use of inline and its implications with regard to verification. 

	10. Dead and deactivated code in reusable components [including the methods of an abstract class that are overridden in all its subclasses]

	11. Deactivated code in reusable components [representing methods not called in a particular application]

	12. Use of [single] interface inheritance and the overriding of operations.

	13. Use of multiple inheritance with respect to interfaces.

	14. Use of [single] implementation inheritance and the overriding of methods.

	15. Use of multiple inheritance with respect to implementation.

	16. Use of template classes.

	17. Use of template operations.

	18. Availability of tools to support the certification of OO systems.


Out of scope

These guidelines do not address the following issues due to budget and resource constraints, and a desire to first focus on gaining experience with current guidelines. Certain of these issues (e.g., garbage collection, reflection, and the dynamic loading of classes) are also viewed as primarily Java specific, and were not of interest to all the companies participating in the project.

	Issue

	19. Type conversion, both implicit and explicit

	20. Use of design patterns to promote and enforce safe solutions to commonly encountered design problems and forbid known flawed solutions

	21. Use of aspect oriented programming to implement patterns that cross cut the functionality of the system, e.g. error handling policies, resource allocation strategies, etc.

	22. Use of ‘design by contract’ to formally specify the interfaces between subsystems and components

	23. Use of reflection and other run-time type information

	24. Inheritance of test and coverage results

	25. Use of the exception handling mechanisms of OO languages

	26. Access by test cases to encapsulated state

	27. Heap allocation of values/objects

	28. Use of garbage collection

	29. The dynamic loading of classes


A list of references to existing guidelines for the use of non object-oriented language features will be provided in a future version of the Guide. All features appearing in this list will be considered out of scope except with respect to their interaction with features that are addressed. 


Traceability of issues in scope

The following table shows how each of the in scope issues is addressed by the guide and break out papers. It includes entries indicating where background material, related issues and claims, guidelines and patterns, and a rationale for the guidelines can be found.

	Primary issue
	Background
	Related issues
	Guidelines and patterns
	Rationale

	1. Dynamic dispatch
	section 5.1.1,

[4, section 1] 
	section 5.1.3,

[4, section 2],

[4, section 3] 
	[section 3.2.1, notes 1..3], 

pattern 4.1,

pattern 4.2
	section 5.1.2,

section 5.1.3

	2. Inline
	section 5.2.1
	section 5.2.3
	[section 3.1.1, notes 5..8] 
	section 5.2.3

	3. Dead code
	section 5.3.1
	section 5.3.1
	[section 3.2.1, note 5]
	section 5.3.1

	4. Deactivated code
	section 5.3.1
	section 5.3.1
	[section 3.2.1, note 11]

pattern 4.7
	section 5.3.1

	5. Single inheritance of interfaces and overriding
	section 5.4.1
	section 5.4.3
	[section 3.2.1, notes 1, 2], 

pattern 4.1,

pattern 4.2
	section 5.4.2, 

section 5.4.3

	6. Multiple inheritance of interfaces
	section 5.4.1,

[5, section 1],

[5, section 2] 
	section 5.4.5,

[5, section 3]
	[section 3.2.1, notes 1, 2, 4],

pattern 4.1,

pattern 4.2,

pattern 4.5
	section 5.4.4,

section 5.4.5

	7. Single inheritance of implementations and overriding
	section 5.4.1
	section 5.4.3
	[section 3.2.1, notes 1, 2],

pattern 4.1,

pattern 4.2
	section 5.4.2, 

section 5.4.3

	8. Multiple inheritance of implementations
	section 5.4.1, 

[6, section 1]
	section 5.4.7,

[6, section 2]
	[section 3.2.1, notes 9, 1],

pattern 4.1,

pattern 4.6
	section 5.4.6,

section 5.4.7

	9. Template classes
	section 5.5.1
	section 5.5.2
	[section 3.1.1, note 10],

pattern 4.8
	section 5.5.2

	10. Template operations
	section 5.5.1
	section 5.5.2
	[section 3.1.1, note 10],

pattern 4.8
	section 5.5.2


Glossary definitions are also provided for the terms dynamic dispatch, inline, dead code, deactivated code, interface inheritance, implementation inheritance, multiple inheritance, template, template class, and template operation.

The availability of tools to tools to support the certification of OO systems in discussed in section 6. 

2. Guidelines

This section summarizes the guidelines for organizations developing object-oriented software for certified systems in compliance with DO-178B, and for other high integrity systems. 

2.1 General guidelines

In this section, general guidelines are presented for high integrity systems similar to those in PDTR 15942 [3]. The table format is similar to that used in PDTR 15942 [3]. The columns represent the categories of verification methods discussed in [3, section 2, pp. 2..9]. Both the PDTR definitions and corresponding DO-178B definitions of these terms appear in Appendix C.  
FA
Flow analysis. Includes control flow and data flow analysis. 
RC
Range checking. 

SU
Stack usage.

TA
Timing analysis.

OMU
Other memory usage.

RT
Requirements-based testing. Includes equivalence class and boundary value.

SC
Structural coverage analysis.

Table entries specify how use of each feature impacts use of each of the verification methods:

Inc
Unrestricted use. Use of the feature is compatible with the verification methods in this category either because the feature has no effect on the verification method, or all possible implementations can be verified per DO-178B. Equivalent to Included in [3].

Rstr
Restricted use. Use of the feature complicates use of one or more verification methods in this category but does not prevent their use. Equivalent to Allowed in [3].

Exc
Forbidden. Use of the feature prevents use of the verification methods in this category, at least in any cost effective manner. Some form of verification that the feature is not used is required. Equivalent to Excluded in [3].

Entries may be footnoted. Footnotes following the table specify restrictions on the use of the feature. 

Restrictions may specify a certain level of tool support. When this is so, the requirements for the needed tools are specified in section 6. If the prescribed level of tool support is not provided, further restrictions may apply or use of the feature may be forbidden.

Restrictions may reference patterns, specifying that a particular feature can only be used in specific ways, or anti-patterns, specifying that a feature must not be used in specific ways, or both. 

When use of a feature is forbidden, the restrictions may specify work arounds, providing a different way to solve the same problem.

2.1.1 OO in general 

	Issue
	FA
	RC
	SU
	TA
	OMU
	RT
	SC

	1.   Dynamic dispatch
	Rstr1
	Inc
	Inc
	Rstr2
	Inc
	Rstr3
	Rstr3,4,5

	2.   Inline
	Rstr7
	Inc
	Rstr8
	Rstr8
	Inc
	Inc
	Rstr 9, 10, 15

	3.   Dead code
	Exc
	Exc
	Exc
	Exc
	Exc
	Exc
	Exc

	4.   Deactivated code
	Rstr13
	Rstr13
	Rstr14
	Rstr14
	Rstr14
	Rstr13
	Rstr13

	5.   Single inheritance of interfaces and overriding
	Inc
	Inc
	Inc
	Inc
	Inc
	Rstr3
	Inc

	6.   Multiple inheritance of interfaces
	Inc
	Inc
	Inc
	Inc
	Inc
	Rstr3, 6
	Inc

	7.   Single inheritance of implementations and overriding
	Rstr
	Inc
	Inc
	Rstr
	Inc
	Rstr3
	Rstr3

	8.   Multiple inheritance of implementations
	Rstr11
	Inc
	Inc
	Rstr
	Inc
	Rstr3
	Rstr11

	9.   Template classes
	Rstr12
	Inc
	Rstr12
	Rstr12
	Inc
	Inc
	Rstr12

	10. Template operations
	Rstr12
	Inc
	Rstr12
	Rstr12
	Inc
	Inc
	Rstr12


Restrictions.

1. Flow Analysis, recommended for Levels A-C, is complicated by Dynamic Dispatch (just which method in the inheritance hierarchy is going to be called?). An implementation method amenable to static analysis needs to be employed.  The pattern given in section 4.1 satisfies these constraints.
2. Timing Analysis, recommended for Levels A-D is complicated by Dynamic Dispatch (just how much time will be expended determining which method to call?). An implementation method that imposes only a predictable and bounded overhead is needed.  The pattern given in section 4.1 satisfies these constraints.
3. Requirements Testing, recommended for Levels A-D, and Structural Coverage Analysis, recommended for Levels A-C, are complicated by Inheritance, Overriding and Dynamic Dispatch (just how much of the existing verification of the parent class can be reused in its subclasses?). For this software, we suggest the patterns given in sections 4.1 and 4.2.
4. Structural Coverage Analysis, recommended for Levels A-C, is complicated by Dynamic Dispatch (just which method in the inheritance hierarchy does the execution apply to?). For this software, we suggest the patterns given in sections 4.1 and 4.2. For level D software that does not conform to the subtyping pattern in section 4.2 we are not assured that the testing process will exercise every dispatch table entry and require that the structural coverage tool be “smart” with respect to dynamic dispatch, i.e., understand which calls will result in dynamic dispatch and which dispatch table entries will be exercised by each call.
5. Conformance to the guidelines in DO-178B concerning traceability from source code to object code for Level A software is complicated by Dynamic Dispatch (how is a dynamically dispatched call represented in the object code?). For compilers that use method dispatch tables, we must ensure that correctly constructed method tables are used for all dispatched calls, e.g. by inspection of the general structure of the method tables and the compiler-generated code at the point of call to ensure the mapping from source code to object code is correct.
6. When the same definition is inherited from more than one source is it intended to represent the same operation or a different one? To ensure that the developer’s intent is always clear, Java and C++ software at software levels A, B, C, and D is required to conform to the pattern given in section 4.5.

7. Flow Analysis, recommended for levels A-C, is impacted by Inlining (just what are the data coupling and control coupling relationships in the executable code?). The data coupling and control coupling relationships can transfer from the inlined component to the inlining component. Data coupling and control coupling should take into account the inlining of code including call tree and data set/use analysis.

8. Stack Usage and Timing Analysis, recommended for levels A-D, are impacted by Inlining (just what are the stack usage and worst-case timing relationships in the executable code?). Since inline expansion can eliminate parameter passing, this can effect the amount of information pushed on the stack as well as the total amount of code generated. This, in turn, can effect the stack usage and the timing analysis. Stack usage and timing analysis should take into account the inlining of code.
9. Conformance to the guidelines in DO-178B concerning traceability from source code to object code for Level A software is complicated by Inlining (is the object code traceable to the source code at all points of inlining/expansion?). For inline expansion in level A software, source code should be traced to object code at each point of expansion. Inline expansion may not be handled identically at different points of expansion. This can be especially true when inlined code is optimized. If object code is removed or object code is added, as determined by the source to object code trace, then structural coverage must be verified separately for each expansion.

10. Inlining may affect tool usage and make structural coverage more difficult for levels A, B, and C. Structural coverage tools need to know what will be inlined and what will not be inlined when inlining is requested. 

11. Flow Analysis and Structural Coverage Analysis, recommended for Levels A-C, are complicated by Multiple Implementation Inheritance (just which of the inherited implementations of a method is going to be called and which of the inherited implementations of an attribute is going to be referenced?). Complications also arise due to the fact that inherited elements may reference one another and interact in subtle ways which directly affect the behavior of the resulting system. 

Multiple implementation inheritance in C++ is not permitted for levels A, B and C. Level D applications are required to conform to the pattern given in section 4.6. These restrictions, however, are related at least as much to the error-prone nature of multiple implementation inheritance in C++ and the availability of a suitable work around (delegation) as to any specific effect upon analysis and testing (FA and SC, above).

12. Templates and Generics are allowable within the restrictions of the guidelines for templates given in section 4.8.

13. If the component being used has been previously included in a certified system, requirements-based tests and structural coverage analysis, flow analysis, and range checking analyses or tests should be available for the component.

14. The component should provide estimates of required memory and time resources, though these will be unique to the particular compilers and processors used.  This data may need to be updated for a particular instantiation on a certifiable system.

15. Structural Coverage Analysis, recommended for levels A-C, is complicated by Inlining (just what is the “logical” coverage of the inline expansions on the original source code?). This is generally only a problem when inlined code is optimized. If statements are removed from the inlined version of a component, then coverage of the inlined component is no longer sufficient to assert coverage of the original source code. In this case, coverage of the inlined component may only be used for coverage of the source code corresponding to the executable code present in the expanded component.

DO-178B specific guidelines

In this section, the guidelines are classified in terms of DO-178B defined software levels.  The classification is based on comparing the results defined for verification methods in the previous table, with their applicability to the DO-178B software levels (based on the table appearing in Appendix A) Whenever a verification method is restricted in the previous table for an issue, the issue appears as restricted for all software levels the verification method is recommended for.  This analysis provides the minimum restrictions on a features usage.  Application of these guidelines in practice may lead to more restrictive usage.

Table entries specify:

Inc
Unrestricted use. Use of the feature is compatible with all verification methods required by the level.

Rstr
Restricted use. Use of the feature complicates the use of one or more verification methods required by the level but does not prevent compliance with DO-178B.

Exc
Forbidden. Use of the feature prevents the use of one or more verification methods required by the level, preventing compliance with DO-178B, at least in any cost-effective manner. 

DO-178B issues related to coupling between classes are addressed separately, in section 4.4.

2.1.2 OO in general 

	Issue
	Level A
	Level B
	Level C
	Level D

	1.   Dynamic dispatch
	Rstr1, 2, 3
	Rstr1, 2
	Rstr1, 2
	Rstr1

	2.   Inline
	Rstr6,7,8
	Rstr6,8
	Rstr6,8
	Rstr

	3.   Dead Code
	Exc5
	Exc5
	Exc5
	Rstr

	4.   Deactivated Code
	Rstr11
	Rstr11
	Rstr11
	Rstr11

	5.   Single inheritance of interfaces and overriding
	Rstr1, 2
	Rstr1, 2
	Rstr1, 2
	Rstr1

	6.   Multiple inheritance of interfaces
	Rstr1, 2, 4
	Rstr1, 2, 4
	Rstr1, 2, 4
	Rstr1, 4

	7.   Single inheritance of implementations and overriding
	Rstr1,  2
	Rstr1, 2
	Rstr1, 2
	Rstr1

	8.   Multiple inheritance of implementation
	Exc9
	Exc9
	Exc9
	Rstr1, 9

	9.   Template classes
	Rstr10
	Rstr10
	Rstr10
	Rstr10

	10. Template operations
	Rstr10
	Rstr10
	Rstr10
	Rstr10


Restrictions.

1. The use of Dynamic Dispatch at all levels must be at least Restricted for the reasons given in Table 3.1.1.  Software at software levels A, B, C, and D is required to conform to the pattern given in section 4.1. 

2. Level A, B and C applications are required to conform to the tighter restrictions imposed by the pattern given in section 4.2. For these applications, section 4.2 requires two additional rules be enforced during testing. These rules are intended to ensure that a) all test cases that apply to a given class are also applied to its subclasses, and b) that each method is separately tested in the context of every class in which it appears, irrespective of whether it is defined by the class or inherited by it. 

3. For level A applications, confirmation of the general structure of the method tables may be required. It may also be necessary to confirm that the compiler generated code at the point of call imposes a predictable and bounded overhead (section 4.1). 
4. Java and C++ software at software levels A, B, C, and D is required to conform to the pattern given in section 4.5.

5. Dead code should be identified using traceability and structural coverage analysis and removed.  Dead code can arise due to incorrect requirements or implementation or due to compiler included library routines. 

6. Since inline expansion can eliminate parameter passing, this can effect the amount of information pushed on the stack as well as the total amount of code generated.  This, in turn, can effect the stack usage and the timing analysis.

7. For inline expansion in level A software, source code should be traced to object code at each point of expansion. Inline expansion may not be handled identically at different points of expansion. If object code is removed or object code is added, as determined by the source to object code trace, then structural coverage must be verified separately for each expansion.

8. Inlining may affect tool usage and make structural coverage more difficult for levels A, B, and C. Structural coverage tools need to know what will be inlined and what will not be inlined when inlining is requested. 

9. Multiple implementation inheritance is not permitted for levels A, B and C. Level D applications are required to conform to the pattern given in section 4.6. These restrictions are related at least as much to the error-prone nature of multiple implementation inheritance in C++ and the availability of a suitable work around (delegation) as to any specific effect upon analysis and testing.


Use of multiple implementation inheritance in C++ is initially restricted to level D. Its use at higher levels of criticality is restricted primarily due to concerns with the complexity of the mechanism for resolving the issues associated with it, its reliance on programmer controlled optimizations, and the availability of a reasonable work around through the use of delegation. In particular the primary intent of multiple inheritance
 is satisfied by permitting a class to implement more than a single interface, with no need to apply inheritance at the implementation level (in terms of code and data structure).

The guidelines for levels A, B and C may be revisited in the light of experience with the use of multiple implementation inheritance in level D systems. Even at level D, however, certain restrictions apply. These are given by the pattern appearing in section 4.6. 

10. Templates and Generics are allowable within the restrictions of the guidelines for templates given in section 4.8.

11. Reusable components should be developed and tested in accordance with the pattern in section 4.7.
3. Patterns

The following patterns define restrictions on the use of specific object-oriented features as called for by the tables in sections 3.1.1 and 3.2.1. 

Inheritance and overriding. The pattern in section 4.1 provides basic rules for the use of inheritance with overriding. It is related to not only the use of inheritance but dynamic dispatch. The rules are first defined broadly, at a design level. The four design rules associated with the use of inheritance and overriding appear in the shaded box in subsection 4.1.5. To translate these design level rules into rules for each of the target languages, we first take into account which rules are enforced by the language itself and which are not. We then define language specific rules to provide the checks that compilers for the language do not perform. These appear in subsections 4.1.5.1 (for Java) 4.1.5.2 (for Ada95), and 4.1.5.3 (for C++). Sample code for the pattern is provided in the break out paper on dynamic dispatch  [4, p. 41, sections 8.1.6 through 8.1.8].

Subtyping. The pattern in section 4.2 provides rules to ensure compatibility between classes and their subclasses (in accordance with the Liskov Substitution Principle). This pattern also applies to the use of both inheritance and dynamic dispatch. The design level rules appear in the shaded box in section 4.2.1. They concern the reuse of test cases (but not test results), and requirements for the testing of inherited methods. No language specific rules are required. However, the developer must maintain compatibility between the implementation of every class and its subclasses to ensure that all inherited test cases will indeed pass.

Method extension. The pattern in section 4.3 provides rules that allow a subclass version of a method to build upon (extend) a version of the same method defined by a parent class. It represents the only case in which it is considered safe to violate the simple dispatch rule given in section 4.1.5. It is referenced by the method extension rule in section (4.1.5) which makes this same point.

Class coupling. The pattern in section 4.4 provides rules that restrict the coupling between classes.  It addresses both coupling between clients and class implementations, and between superclass and subclass implementations.  Coupling may involve either data or hardware dependencies.  The degree of coupling is inversely related to the level of abstraction provided by the client and subclass interfaces to the class implementation.

Multiple interface inheritance. The pattern in section 4.5 provides rules for the use of multiple interface inheritance. A sharp distinction is drawn between the inheritance of interface specifications and the inheritance of actual code and data. The design level rules associated with this pattern appear in the shaded box in section 4.5.4. They translate to the language specific rules appearing in sections 4.5.4.1 (for Java) and 4.5.4.2 (for C++). Sample code for the pattern is provided in the break out paper.

Multiple implementation inheritance. The pattern in section 4.6 provides rules for the use of multiple implementation inheritance. As specified in section 3.2.1, use of multiple implementation inheritance is limited to restricted use in level D software and only in accordance with the rules defined by this pattern in section 4.6.4. Section 4.6.4.1 translates these design level rules to language specific rules for C++. Neither Java nor Ada95 permit the multiple inheritance of implementations.

Reusable components. The pattern in section 4.7 is a process pattern concerned with issues related to dead and deactivated code in reusable components. Section 4.7.2 defines the approach to be followed and the artifacts to be created when developing and testing such components.

Template classes and template operations. The pattern in section 4.8 provides rules for the use of template classes and template operations.  As specified in section 3.2.1, the use of templates is restricted at all software levels by these rules.

Inheritance with overriding

3.1.1 Intent

Eliminate redundancy in the definition of classes while permitting more specialized implementations in subclasses, to optimize performance or extend functionality. Do so in a manner equivalent to use of a simple case statement for dispatch.

3.1.2 Motivation

The unrestricted use of dynamic dispatch raises a number of issues with respect to certification, especially with regard to weakly typed languages and systems that permit the dynamic loading of classes. By imposing suitable language restrictions, dynamic dispatch can be made semantically equivalent to the use of hand-coded dispatch methods containing case statements or compound if statements. With suitable tool support, the same certification rules for auto generated code that takes this form should then apply.

[image: image5.wmf]For example, consider an avionics display system that defines a class DisplayElement and its subclasses. 

Figure 1. Class hierarchy

A given display is composed by drawing its associated elements. In order to draw the pilot's attention to critical information, we highlight specific elements while hiding others. The specifics of drawing an element, hiding it and highlighting it vary according to the type of element.
To allow variations on the display for specific customers and aircraft, and to minimize the impact of future changes, the overall application should deal with elements only abstractly (e.g., in terms of the kind of information they display and not how they display it).

The code to draw the display is:

for each display element

call the draw method associated with its run time class

end
The code to highlight a selected set of elements is:

for each display element


call the highlight method associated with its run time class

end
The code to declutter the display is:

for each display element

compare the importance of the element to a cutoff value for the importance of elements to be displayed

if the element is not important enough

call the hide method associated with its run time class

end

end
3.1.3 Structure

[image: image6.emf]In general, a client method calls an operation associated with a target object. The client method may be associated with any object, including the target object itself. The run time class of the target object is a concrete class which may have superclasses and subclasses. The method associated with the run time class of the object is determined at compile time using the simple rules for specialization and overriding. 

Polymorphically the client method may view the target object at run time as an instance of its run time class or, more abstractly, as an instance of any of its superclasses. In all circumstances, however, it is the method associated with the run time class of the target object that is executed when the operation is called.

3.1.4 Participants

The client method calls the target operation on the target object, which executes the method associated with it by the run time class of the object.

3.1.5 General guidelines

This pattern defines a simple form of object-oriented inheritance, overriding and dynamic dispatch which is equivalent to hand-coded dispatch using case statements. It assumes:

30. a strongly typed language

31. single dispatch

32. no dynamic loading of classes, i.e. classes are statically linked

33. single inheritance of implementation

34. association of a run time class with an object at the point at which it is created

35. no dynamic classification (i.e. the run time class of an object never changes) 
36. the rules for overriding, dispatch, method extension, and initialization given below 
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Note: A private operation is not visible to its subclasses, and may not be overridden. Any subclass operation with the same signature is regarded as distinct and unrelated.

The simple overriding rule intentionally does not allow other specializations of operations (such as the redefinition of inherited default parameter values), but instead restricts overriding to forms known to be safe in all languages. The subtyping of the return type implies that the new return type is a subtype of the original return type in accordance with the Subtyping pattern (section 4.2).

Underlying these rules are the basic principles that 1) each class can be completely understood by looking at it in flattened form, and 2) the behavior of any object can be completely understood by looking at the flattened definition of its run time class. The simple dispatch rule guarantees this even when the declared type of the object is a superclass of its runtime class (i.e. when polymorphism is used).

In conjunction with the use of this pattern, dynamic dispatch must be treated as equivalent to the use of hand-coded dispatch methods or modules with respect to all tools, walkthroughs and other forms of analysis related to structural coverage (as discussed in section 6.1). 

Nearly all compilers implement these semantics by associating a method table with the target object’s run time class that is indexed by a method number at the point of call.

Where concerns about source code to object code traceability and timing analysis dictate, the compiler vendor may be asked to provide evidence of this mapping, or evidence of a semantically equivalent mapping that guarantees that dispatch times are predictable and bounded.

Where concerns about source code to object code traceability lead to inspection of the object code produced by the compiler, it may also be necessary to examine the structure of the method tables and the compiler generated code at the point of call.

Testing in accordance with the Subtyping pattern will ensure that all method table entries are exercised at some call site, equivalent to providing MC/DC coverage of the case statement assumed to be associated with the dispatch routine.

To ensure that overriding is always intentional rather than accidental, design and code inspections should consider the relationship between locally defined and inherited operations/methods with the same signature
.

The use of quality and complexity metrics is required to limit the complexity of the class hierarchy in a manner comparable to the use of metrics to limit the complexity of the resulting case/if statements in the equivalent dispatch methods.

Changes to code inherited by a class require its retest precisely as if the class itself had been edited. 

As a corollary to the initialization rule not related to dynamic dispatch, it is recommended that all classes provide an explicit constructor rather than rely upon default constructors generated by the compiler. This is particularly important for classes that are non-trivial, e.g. classes that define an invariant (which must be established by execution of the constructor). It also avoids issues related to source to object code traceability. 

The body of any class constructor (whether explicit or implicitly generated by the compiler) should consist of a call to the constructor defined by its superclass (if any) to initialize any inherited attributes, followed by initialization of all the attributes defined by the class itself.

3.1.5.1 Java guidelines

Java is a strongly typed language. It supports single dispatch based on the target object of the method call. The dynamic loading of classes is supported but can be restricted (by eliminating the class loader from the run time environment). Only single inheritance of implementation is permitted. The run time type of an object is assigned at the point at which it is created and cannot be changed during the object’s life time.

With regard to the simple overriding rule is enforced by the language if the overriding of concrete methods by abstract methods [10, p. 159, section 8.4.3] is disallowed, and if all user thrown exceptions are checked exceptions (in the Java sense).  When exception handling is not used, code reviews should be used to enforce the more general rule that an overridden version of a method can only report either the same errors, or a more restricted set of errors than its parent version.

The use of the keyword super in a call expression can be used to violate the simple dispatch rule (section 4.1.5). As a result, the use of the keyword super should only be permitted as a means of extending a superclass method (section 4.3). 

In accordance with the initialization rule, the body of a constructor should not be permitted to call any operations on the object under construction except other constructors or private operations.

In accordance with the corollary to the initialization rule, an explicit constructor should be defined for each class. This constructor should call the superclass constructor, then initialize all fields defined by the class itself. 

The predictability and bounded nature of dispatch must be demonstrated based on the actual implementation. Typically, however, dispatch tables are constructed by a static linker or by the Java Virtual Machine (JVM)/Java processor as classes are pre-loaded, making dispatch times for the invokevirtual [12] both small and fixed. The dispatch time for invokeinterface [12] potentially involves a search and may introduce a higher overhead. It, however, should still be both predictable and bounded. Invokeinterface can also be implemented using dispatch tables if the implementation takes advantage of the fact that new classes cannot be loaded dynamically, making it equivalent to invokevirtual.

3.1.5.2 Ada95 guidelines

Ada is a strongly typed language. To introduce basic object-oriented features, Ada95 provides tagged types as an extension to the existing concept of a record. Class wide types provide a means to declare objects that may (polymorphically) hold any of a number of related tagged type values, or corresponding access type values. Specific types are associated with objects that can hold only a value of a single type (whether tagged or not). The Ada95 language requires primitive operations on a tagged type to appear in the same declaration list as the type declaration, and to have at least one parameter or a return type that is of the tagged type. Operations can also be provided that take a corresponding class wide parameter. An Ada package that defines a single tagged type and primitive and class wide operations on that type corresponds to the concept of a class in C++ and Java [26, p. 169, section 6.2.1]
. The dynamic loading of classes is generally not supported, and only single inheritance of either interface or implementation is permitted. For tagged types, the run time type (tag) of an object is assigned at the point at which it is created and cannot be changed during the object’s life time.

With regard to the simple overriding rule, code reviews should be used to enforce the rule that an overridden version of a method can only report either the same errors, or a more restricted set of errors than its parent version. All other restrictions are enforced by the language.

Tagged types provide the run-time type information (tag) required to make dispatching calls to primitive operations associated with a type. Dynamic dispatch occurs when the argument corresponding to the tagged type parameter is of a class wide type (polymorphic). With regard to the simple dispatch rule, the risk is that an overridden operation might be called with an argument declared to be of a specific tagged type, when the argument itself has the tag of some derived type
. This can occur because Ada95 permits view conversions between specific tagged types so long as this conversion is toward the root of the hierarchy [14, pp. 278]. In such conversions the underlying object (and its tag) are not changed, only our view of it [14, pp. 288]. The easiest way to enforce the simple dispatch rule is to forbid view conversions between specific tagged types, ensuring that all arguments are either of a class wide type or of a specific tagged type with a matching tag. Conversions between a specific tagged type and a class wide type of an ancestor type, however, are still allowed. 

In accordance with the initialization rule, the body of a constructor should not be permitted to call any operations on the object under construction except other constructors or private operations. Ada95 does not provide implicitly called constructors. By convention, however, we can provide initialization procedures which can be called explicitly. Such an initialization procedure should call the parent type’s initialization procedure to initialize all inherited fields, then initialize the fields defined by the type extension. In accordance with the method extension pattern, this call to the parent initialization procedure should involve an explicit view conversion of the argument to the specific parent type, intentionally avoiding the use of dynamic dispatch. To help ensure the initialization procedure is called when an object is created, we can also provide a create function [26, p. 194] that allocates the object, calls the initialization procedure, and returns the initialized result.

In accordance with the corollary to the initialization rule, an initialization procedure or create function should be defined for each package representing a class.

The predictability and bounded nature of dispatch must be demonstrated based on the actual implementation. Typically, however, dispatch tables are constructed by the compiler or linker, making dispatch times both small and fixed. 

3.1.5.3 C++ guidelines

C++ is a strongly typed language if conversions between logically unrelated types are avoided. It supports single dispatch based on the target object of the method call. The dynamic loading of classes is generally not supported. The run time type of an object is assigned at the point at which it is created and cannot be changed during the object’s life time.

With regard to multiple inheritance, code reviews should be used to ensure that only single inheritance is permitted with respect to implementation.

With regard to the simple overriding rule, the redefinition of inherited default parameter values should not be permitted [33, pp. 171-173], and code reviews should be used to ensure that the overridden version of a method can only report either the same errors, or a more restricted set of errors than its parent version. The redefinition of inherited default parameter values should also be forbidden  [33, p. 171]. All other restrictions are enforced by the language.

Dynamic dispatch occurs in C++ when the called method is declared to be virtual and the target object is specified as a pointer or reference. With regard to the simple dispatch rule, the risk is that an overridden operation might be called with respect to a target object whose declared type is a superclass of its actual run-time type, and dynamic dispatch might not occur. To avoid problems with the declaration of overridden methods, a subclass should never be allowed to redefine an inherited non-virtual function [33, p. 169]. This requires all public and protected operations to be declared virtual if subclasses are allowed to redefine them. To avoid problems with the specification of the target object, all calls to virtual functions should involve a target object specified as a pointer or reference.

With regard to the initialization rule, no call to an externally visible operation of an object other than its constructors should be permitted until it has been fully initialized.

In accordance with the corollary to the initialization rule, an explicit constructor should be defined for each class. This constructor should call the superclass constructor, then initialize all fields defined by the class itself. 

To be consistent with the other languages and with the assumptions associated with the pattern, all private functions should be declared non-virtual.

The predictability and bounded nature of dispatch must be demonstrated based on the actual implementation. Typically, however, dispatch tables are constructed by the compiler or linker, making dispatch times both small and fixed.

3.1.5.4 Sample code

Sample Java, Ada95 and C++ code for this pattern appears in [4, p. 41, sections 8.1.6 through 8.1.8]

Subtyping

3.1.6 Intent

Extend the previous pattern to ensure that all test cases associated with a class are inherited by its subclasses, under the assumption that subclasses always represent subtypes.

3.1.7 Motivation

The assumption that subclasses are always subtypes, effectively requires that all cases of the “case statement” used for dispatch
 have a shared entry condition (precondition) and a shared exit condition (post condition). Any individual case may “require less” (the precondition for the individual case may be weaker than that for the case statement as a whole) or may “provide more” (the postcondition for the individual case may be stronger than that for the case statement as a whole).  
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This more disciplined use of dynamic dispatch permits us to reuse the test cases developed for superclasses when testing subclasses. This can reduce the effort associated with testing significantly, even if the tests themselves must be rerun against an instance of each subclass (to ensure each method is executed in the context of every class in which it appears, irrespective of whether it is defined by the class or inherited). It can also reduce the conceptual complexity of the system by permitting us to think about instances of each subclass as sharing the behavior defined by a common superclass. 

The inherited test case rule, as stated above, applies to both functional and structural test cases. Structural test cases introduced solely to meet coverage criteria satisfy their original purpose only when the code for the method is also inherited. They, however, should still pass even when the code for one or more methods is overridden and should be rerun. 

The “inheritance” of test cases does not imply that no additional subclass tests are needed. Any extension of the semantics of the superclass by the subclass will require the addition of new test cases to the set of test cases it inherits. See the discussion of related issues in section 5.4.3.

If the subclass invariant is stronger than that of its superclasses, then a check of this invariant (rather than the weaker superclass invariant) should be a part of the pass/fail check of each inherited test case.

If a subclass inherits from more than one superclass, then it inherits the test cases defined by them all.

Testing in accordance with these rules is recommended even in the case where dispatch methods are coded by hand.

3.1.8 Structure

Same as 4.1.3
3.1.9 Participants

Same as 4.1.4
3.1.10 General guidelines

This pattern extends that in section 4.1.5 to include the inheritance of test cases by subclasses and require that all inherited test cases be executed against each subclass. 

It is recommended that preconditions, postconditions and class invariants be specified as a precursor to the development of test cases, but this is not required. Pre/postconditions may also be specified in a variety of ways, e.g., directly using formal logic expressions, in table form, in terms of a state diagram, or in terms of executable run time check routines used by a test driver. Such pre/postconditions may also be useful as input to test case generation tools such as T-VEC.

In general, a pre/post style “contract” [31] between the client and the implementation can be defined either by developing the contract first, and then the test cases, or by developing the test cases first, and then the contract
. The level of detail considered when doing either is roughly the same, and it makes a certain amount of sense to do both together, and early in the development cycle.

Whichever is done first and when, it must still get to the same place, a definition of what each operation does that is adequate both for using the module and for testing it.  This is necessary for any form of modular reuse, whether the module itself is implemented using an OO approach or not, and whether or not dynamic dispatch is used. 

Method extension

3.1.11 Intent

Support the implementation of an operation as an extension of an inherited operation without introducing redundancy, and with the assurance that the resulting postcondition is stronger than or the same as that in the superclass.

3.1.12 Motivation

Often it is desirable to provide a subclass version of an operation that extends the functionality provided by the operation in its superclass. This extension in functionality is consistent with the principle that the postcondition for the operation in the subclass must be stronger than or the same as its postcondition in the superclass.

Implementing such an extended operation in terms of an explicit call to the superclass version of the operation, preceded or followed by additional code, a) avoids repeating the code appearing in the superclass method, and b) helps ensure that the postcondition rule is enforced. Such explicit calls to superclass methods must be statically bound, and do not involve dispatch. The code that follows the call to the superclass method must not undo its effects in order for the overall postcondition to be an extension of that for the superclass.

This pattern is commonly applied to constructors, which begin by calling the constructor for the superclass, then initialize all the attributes defined by the class itself. It may also be used to select between competing inherited versions of a method (multiple implementation inheritance).

3.1.13 General guidelines

The subclass method explicitly calls the inherited version of the same operation, followed by additional code that extends the overall effect (postcondition). The explicit call must be to the corresponding superclass version of the same method and must be statically bound.

3.1.13.1 Java guidelines

In Java, this involves a call to the superclass version of the same method using the keyword super. Only calls to the superclass version of the same method should be allowed.

3.1.13.2 Ada95 guidelines

In Ada95, a view conversion from the derived type to the parent (superclass) type and then a call to the parent operation will support this implementation. This has the same effect as the use of the keyword super in Java. Only calls to superclass versions of the same method should be allowed.

3.1.13.3 C++ guidelines

In C++, this involves the use of qualification “::”. Only qualified calls to the immediate base class version of the same member function should be allowed. 

Class coupling

3.1.14 Intent

Limit control and data coupling between clients and classes and between superclasses and subclasses to facilitate likely future changes and to simplify analysis.

3.1.15 Motivation

One of the fundamental principles of object-oriented development is data abstraction. The goal is to hide the details of the data representation behind an abstract class interface. This permits the data representation to change without affecting other classes. It also simplifies the enforcement of class invariants, and permits control over concurrent access to shared data. Extending this principle, we can use abstract class interfaces to control access to hardware resources as well as data.

For example, consider the implementation of a class for a Set. The selection of an optimum data representation (list, tree, hash table, etc.) will vary depending on the mix of operations required by the application. Typical strategies involve a choice between a sorted and a hashed representation, and a choice between fast insert/delete and fast lookup. The use of data abstraction makes it easy to change this representation with no significant change to client code. 

The same situation arises with respect to the abstraction of other resources. There may be a number of different hardware devices that perform a given function, there may be a number of different caching policies associated with access to a given file system, there may be a number of different ways to represent the elements of a given display, and a number of different strategies for drawing/redrawing them. In all these cases we want to publish a single interface but support a number of different underlying implementations and data representations.

In terms of DO-178B, data abstraction supports partitioning [1, p. 9, section 2.3.1] by permitting the developer to restrict access to the resources controlled by the class. By limiting the degree of control and data coupling between software components we also simplify analysis [1, p. 74, objective 8] and make it easier to verify key system invariants maintained by a given class [1, p. 70, objectives 1 and 4].

To be effective, the interface should provide a true abstraction of the data and other resources controlled by the class, rather than simple accessors (get and set operations) for each attribute or hardware register. Any invariants associated with the class should be established by the class constructor, and maintained by every publicly accessible operation. Access restrictions associated with the class interface permit a proof of the invariant to be local to the class, rather than global to the system and different for each system in which the class appears.

These principles apply not only to interfaces provided by the class to clients but to interfaces between superclasses and subclasses. In particular, it should be possible for the developer to define the interface between a class and its subclasses in the same manner as the interface between the class and its clients. Both can be considered ‘contracts’, only with different parties. The interface between client and class is concerned with how the class will be used. The interface between superclass and subclass is concerned with how the class definition and implementation can be extended. Both can be defined formally (in terms of pre and postconditions) when desired. 

3.1.16 Applicability

This pattern applies when control and data coupling between classes is a concern.  Access to the attributes of a class is provided by public and protected operations, which can be inlined to avoid the overhead associated with a call, producing code comparable to that for direct access. When performance is important, but the target compiler does not support inlining, or does not perform inlining efficiently, this pattern may not be appropriate.

3.1.17 Participants

Clients can access data and the other resources controlled by the class only through its public operations. 

Subclasses can extend the definition of the class and its implementation only through its public and protected operations. 

3.1.18 General guidelines
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 The following guidelines apply to the coupling between a class and its clients: 

Client data abstraction. Clients should access the data representation of the class only through its public operations. All attributes should be hidden (private or protected), and all strategies associated with the choice of data representation should be abstracted by its set of public operations.

Client hardware abstraction. Clients should access any hardware abstracted by the class only through its public operations. All hardware registers should be hidden (private or protected), and all strategies associated with the use of a particular hardware device should be abstracted by its set of public operations.

Invariant guideline. The invariant for the class should be a part of the postcondition of every class constructor, a part of the precondition of the class destructor (if any), and a part of the precondition and postcondition of every other publicly accessible operation. And clients should be able to influence the value of the invariant only through execution of these operations.

Note: Private and protected operations are exempted in the invariant guideline since the invariant need not hold at all times, but only at points where it is externally observable.

The pattern may be extended to deal with the coupling between classes and subclasses by also adopting the following guidelines:

Subclass data abstraction. Subclasses should access the data representation of the class only through its public and protected operations. All attributes should be hidden (private), and all strategies associated with the choice of data representation should be abstracted by its set of public and protected operations.

Subclass hardware abstraction.  Clients can access any hardware abstracted by the class only through its public and protected operations. All hardware registers should be hidden (private), and all strategies associated with the use of a particular hardware device should be abstracted by its set of public and protected operations.

To be most effective, both the client and subclass interfaces should provide a true abstraction of the data and other resources controlled by the class, rather than simple accessors (get and set operations) for each attribute or hardware register.

Multiple interface inheritance 

3.1.19 Intent

Permit the categorization of entities in terms of their interfaces, where each entity may appear in more than one category.

3.1.20 Motivation

During analysis and design it is common practice to produce a classification hierarchy in which entities appear in more than a single category. Multiple interface inheritance provides a mechanism for eliminating redundancy in the associated specifications without the complications associated with multiple inheritance of implementation. 

3.1.21 Structure

Multiple interface inheritance involves two or more superinterfaces, each of which contributes features (attributes and operations) to a single sub-interface. Each super-interface may, in turn, itself inherit from other interfaces, either singly or multiply. 

The resulting inheritance hierarchy forms a directed acyclic graph that permits the definition of common ancestors, and the inheritance of the same feature along more than one path (repeated inheritance). Features may also be redefined, potentially resulting in different definitions of the same feature along different paths.

The figures appearing in [5, Technical Summary] illustrate the fundamental issues to be resolved by any approach to multiple interface inheritance.

3.1.22 General guidelines

This pattern defines a form of multiple interface inheritance that addresses each of the issues raised in [5] as follows:

The rationale for the repeated inheritance rule is that cases involving the sharing of operations are common while those that demand replication are not [5, Technical Summary, Repeated Inheritance]. Sharing is also supported by all the languages of interest, whereas replication is not. Therefore sharing is defined to be the normal, expected behavior and additional work (or work arounds) is needed to support replication in those rare cases in which it is required.

The redefinition rule is derived directly from the rules for behavioral subtyping [30] which are accounted for in the simple overriding rule (section 4.1.5). The user is required to define the operation representing the combination of the inherited definitions in order to make its specification explicit even when the language does not require it. The intent here is that clients of the sub-interface be able to directly see the result of combining the inherited definitions.

The independent definition rule requires the user to always explicitly decide when two independently defined operations with the same signature are intended to represent the same operation and when they are not. The intent here is to avoid errors resulting from the accidental matching of operation signatures. It is recommended that such decisions be recorded as explicit annotations to the source code.

3.1.22.1 Java guidelines

The Java language enforces the repeated inheritance rule. Where operations should be replicated rather than shared, they must be given distinct names.

Java implicitly combines redefined methods inherited along different paths, enforcing the subtyping rules with respect to method signatures and the use of checked exceptions. It also permits the explicit combination of redefined methods in the sub-interface as recommended by the redefinition rule. Code reviews must be used to enforce this.

When more than one super-interface independently defines a method with the same signature, Java considers them to represent the same method. Code reviews must be used to ensure this is the real intent, i.e. that the matching of signatures is not simply accidental. 

3.1.22.2 C++ guidelines

In C++ a UML interface is represented by an abstract class defining only pure virtual member functions.

In accordance with the repeated inheritance rule, all base classes of a C++ interface class must be virtual base classes. Where operations should be replicated rather than shared, they must be given distinct names
.

C++ implicitly combines redefined methods inherited along different paths, enforcing the subtyping rules with respect to method signatures. It also permits the explicit combination of redefined methods in the sub-interface as recommended by the redefinition rule. Code reviews must be used to enforce this.

When more than one super-interface independently defines a method with the same signature, C++ considers them to represent the same method. Code reviews must be used to ensure this is the real intent, i.e. that the matching of signatures is not simply accidental.

3.1.23 Sample Code

Sample Java code for this pattern appears in [5, section 7.1.5].

Corresponding C++ sample code appears in 
[5, section 7.1.6].

Multiple implementation inheritance

3.1.24 Intent

Support the construction of a class’ implementation in terms of the implementations of other existing classes. As mentioned in section 3.2.1, the use of multiple implementation inheritance is limited to restricted use in Level D software.

3.1.25 Motivation

Code reuse.

3.1.26 Structure

A given class C is implemented by inheriting the methods and attributes of two or more superclasses S1, S2.

3.1.27 General guidelines

The following rules deal with the basic issues raised by multiple inheritance of code and data in a manner consistent with the rules for multiple inheritance of interface specifications:

As in section 4.5.4, it is recommended that decisions related to the independent definition rule be recorded as explicit annotations to the source code.

3.1.27.1 C++ guidelines

In accordance with the repeated inheritance rule, virtual inheritance should be used by default. Performance considerations should be taken into account only in response to a demonstrated need, and in accordance with the 80-20 rule (which suggests that some 20% of the code is executed 80% of the time). 

Renaming [37, pp. 273..275] should always be used to distinguish inherited methods that are intended to be different in the subclass. Otherwise an overriding method should be defined in the subclass that either selects between the competing implementations or otherwise combines them
. 

The overridden methods must be compatible with one another (in terms of their pre and postconditions) for their overriding by a single overriding subclass method to be valid. This is true both when the competing implementations have a common definition in a superclass (in accordance with the redefinition rule) or when they do not (in accordance with the independent definition rule).

Reusable Components

3.1.28 Intent

Reduce the total re-certification effort over several avionics products or systems by providing a means to re-use certification artifacts associated with reusable components.  Even before considering certification requirements, a reusable component must meet the criteria of a robust artifact.  A robust artifact, as defined in [13] is "An item that is well-documented, built to meet general needs instead of project-specific needs, thoroughly tested, and has several examples to show how to work with it.  Items with these qualities are much more likely to be reused than items without them.  A Robust Artifact is an item that is easy to understand and work with."  For purposes of this discussion, a reusable component is a robust artifact that contains all of the required certification data from some previous effort.  This discussion, however, does not preclude the use of any robust artifacts - or even more generally available components - in the development of an application.  Those components, of course, must be brought up to the required DO-178B software level as would any other software.

The AVSI Consortium has noted that the FAA has published draft guidelines on Reusable Software Components [39].  The companies involved are in the process of drafting individual responses to those guidelines.

3.1.29 Motivation

The reuse of software across products or systems raises several issues, especially in the area of re-test of the software.  The figure below shows an example application with only two components of the system split out.  One component covers usage of the processor stacks, which clearly show up as derived requirements.  That is, stacks are not generally specified nor tested at the system level.  In this case the stacks implementation is application-specific and tested uniquely for that application.  The other component is a Bus Communications component.  It was developed to meet the needs of several applications.  In this case, the component contains code that implements ten requirements and interfaces.  At the application level, five of these are used and can be shown to be tested at the system level.  The other five are deactivated for this application.  However, these five requirements are still tested by re-executing the test cases that were previously developed specifically for the component.  Indeed, since test cases were developed for the entire component, all of the requirements will be covered at the lower level.

Figure 2. Example of a Reuse Situation

3.1.30 General guidelines

Reusable component software must for each system certification meet the guidelines in DO-178B, including the previous discussions for any deactivated code that are not used in a particular application.  Some key areas of concern are:

38. Each component must have a complete, reusable certification package, just as the software itself is intended to be reusable.  This is not to say that the component software is pre-certified, as only systems are certified.  This means that this software is in a state where all certification artifacts are available and up-to-date to support the certification of each system that makes use of it.  This would include the certification planning data that were originally used to develop the component.  This planning data may differ from the plans used to develop the application code in the final systems; however, these plans must be submitted to certification agencies each time a system application is made.  The PSAC of the final system should reference this planning data.  The component must contain all of the artifacts needed to certify at or above the software level of the application.  (This also requires that if a software component is general purpose or has been developed to other standards - commercial, military, nuclear, automotive, even earlier versions of DO-178, etc - it must be then brought up to the appropriate DO-178B software level.)

39. Each component must have its own complete set of requirements.  This should include a high-level SW requirement specification and low-level requirements, as these are defined in DO-178B, along with any architectural considerations.  (It is important that requirements specify the required interfaces unambiguously, along with any underlying assumptions in the architecture, so that it is clear to the application developers whether the component is fit for use in the intended application.)  A clear set of requirements will help later application developers avoid thinking that some of the software in the component is dead code.

40. There must be some appropriate connection in the trace matrix between the application's high-level software requirements and the appropriate high-level requirements of the component.  In some cases, this may be a direct trace.  For example, if a system requirement indicates the ARINC 429 communication is required and there exists an ARINC 429 software component, one or more direct traces could be made.  However, other lower-lever requirements may be derived.  For example, a "Queue" component that happens to be needed for ARINC 429 may not directly trace to any system requirement.  It could be marked derived, however. The parts of the component not used in the application should be indicated as unused somewhere in the application data.

41. Each component must have tests written which verify the code against all of the component requirements.  Application requirements that trace to component requirements may make use of these test cases to show coverage.  Structural coverage data must also have been collected to show 100% coverage of the code or include an analysis if collection did not achieve 100%.  DO-178B requires tests to be run on the final platform or equivalent simulation environment.  Therefore, if the final object code of the component software has not been previously tested on the final or equivalent platform, its test cases must be re-executed on that platform.  If the bit-pattern of the object code of the component has not changed, there is no need to re-collect the structural coverage data, as the paths have not changed.  If the object code of the component is changed in some way (e.g., different compiler, different compiler version, different optimization options), structural coverage data should be re-collected as the compiler may have introduced new paths into the object code.

42. The Structural Coverage Analysis Resolution rules for Deactivated code in section 6.4.4.3 of DO-178B apply to the component functions that are not intended to be executed.

Template classes and template operations

3.1.31 Intent

Support the parameterization of operations and classes in a manner that complements inheritance. As mentioned in section 3.2.1, the use of template classes and template operations is restricted at all software levels.

3.1.32 Motivation

Templates provide a means of abstracting common structural and behavioral aspects of a family of classes or operations in a domain independent way. Templates are parameterized elements that must be instantiated, (by binding formal template parameters to actual domain specific arguments) before they can be used. For a template class, the result is a concrete class that can be used just like any ordinary class, and for a template operation, the result is a concrete operation that can be used just like any ordinary operation.

3.1.33 Structure

Figure 3. A UML template class  [18, p. 131]
Templates in UML are used broadly to represent parameterized model elements. Typically, the parameters are type names, but they can also represent integers or even operations.  UML templates, and corresponding Ada generics and C++ templates, allow developers to create definitions (template classes) that represent families of classes and definitions (template operations) that represent families of operations. 

The UML notation in Figure 3, for instance, defines a template class representing a map, with formal parameters specifying the types of the elements involved in the mapping and the size of the buckets used to store the mappings. This template class could be instantiated to provide a mapping of customer objects to order objects as follows:

m =  new MAP(Customer, Order, 3);

Similarly, a template class or template operation G with a single type parameter might be instantiated for the specific types A, B, and C as follows:

a = new G(A); 

b = new G(B); 

c = new G(C); 

…

3.1.34  General guidelines

The behavior of a template results from its implementation, the values of the arguments used to instantiate it, and the behavior of any types specified to it as arguments. The restrictions on the use of templates are noted below.

3.1.35 Limitations

The current guidelines do not address the use of templates as template parameters [38, C.13.3] or the deduction of template arguments [38, C.13.4].

4. Rationale

This section is targeted to the FAA and other reviewers. It briefly makes the case for the guidelines given in section 3 with regard to the most important issues and concerns. Often this represents a summary of a break-out paper that provides a more detailed look at the issues, alternatives, and tradeoffs related to use of the feature, and offers specific examples of its use and misuse.

4.1 Dynamic dispatch

4.1.1 Background

The grouping of elements that are likely to change together into abstract data types with well defined interfaces is a basic principle of software design [4, section 1.1]. The recognition of similarities between objects modeled in this way leads to their organization into classification hierarchies that make these relationships explicit and eliminate redundancy through the use of inheritance. Typically, within such a hierarchy, the same operation (e.g., draw in Figure 4) is implemented in different ways for different types of objects (e.g., by different types of display elements such as compass, airspeed tape, etc.) [4, section 1.2]. 

Often it is desirable to develop algorithms that view objects only abstractly (e.g., treating all display elements alike in some important respect). To do so, objects of a more specific type (e.g., compass, or airspeed tape) are allowed to be viewed as objects of a more general type (display element). In object-oriented terms, the viewing of an object of a more specific type as an instance of a more general type is termed polymorphism [4, section 1.3].

The problem posed by the use of polymorphism is one involving dispatch (i.e. binding). When draw is called on an object declared to be a display element the right draw method must be called, i.e. the one associated with the specific type assigned to it when it was created (e.g., compass or airspeed tape). This principle is referred to as the simple dispatch rule in  [4, section 1.6].

There are a number of ways to apply this dispatch rule. The simplest is to hand code a case statement at the point of call, with each individual case representing a call to a different implementation of the operation (e.g., with separate cases for compass, airspeed tape, and other types of display element that implement their own version of draw) [4, section 1.4]. This solution, however, leads to a great deal of redundancy, is wasteful in terms of space, and is hard to maintain, requiring the manual editing of many case statements throughout the code whenever the classification hierarchy changes significantly.

An improvement on the use of hand coded dispatch at the point of call involves the hand coding of explicit dispatch methods associated with the classes themselves [4, section 1.5]. The case statements then appear within these methods. This eliminates much of the redundancy and saves considerable space. It, however, is still hard to maintain the required relationship between the case statements and the class hierarchy.

This leads us, finally, to consider the use of dynamic dispatch [4, section 1.6]. With this approach, the hand-coded dispatch methods are replaced by compiler generated code that selects the method from a table associated with the object’s assigned type. Although organized by class and indexed by operation, rather than organized per operation and indexed by class [4, section 1.8], these method tables are directly analogous to the jump tables produced by most compilers to implement a case statement such as that appearing in the corresponding hand coded dispatch method.

The use of table lookup adds a small, but fixed (predictable and bounded) overhead to each call. This though is typically less than the overhead associated with a non-inlined call to a hand-coded dispatch method, and comparable to an inlined version of such a call. The organization of the tables by class indexed by operation (rather than by operation, indexed by class) also saves space [compared to the use of case statement jump tables], and makes it easier to extend the system through the addition of new subclasses.

Figure 4. Inheritance and overriding of attributes and concrete operations 
4.1.2 Rationale for the guidelines on dynamic dispatch

The guidelines require that use of dynamic dispatch be restricted so that its use is semantically equivalent to a call to a dispatch method containing a case statement. The guidelines further require that any tools regard dynamic dispatch in the same way (e.g., with respect to flow analysis and structural coverage criteria), and that humans regard it in the same way in all design and code reviews. If key tools are not available that “understand” dynamic dispatch (e.g., to measure structural coverage), then use of one of the work arounds given in section 6 of the break out paper is recommended.

The rationale for this is that if dynamic dispatch is semantically equivalent to a call to a dispatch routine containing a case statement, and is treated in this manner by both tools and humans, then it is as safe as if it were hand coded in this manner and easier to maintain. Indeed, compared to the hand coded work around that would otherwise be required, the direct use of dynamic dispatch is far less error prone. This is particularly true as subsequent changes are made to the software over its lifetime.

Source code traceability is addressed in section 1.11 of the break out paper [4]. The mapping between flattened class definitions and the method tables generated by the compiler to support dynamic dispatch is direct. The use of method tables for this purpose is directly analogous to the use of jump tables when generating the code for the corresponding case statement.

As mentioned in section 3.1.1, to support structural coverage analysis for level A software, we require confirmation that the compiler generates method tables for dynamic dispatch in the expected manner.  To support the timing analysis for all software levels, we require that the overhead for dispatch be both predictable and bounded.

As mentioned in section 3.1.1, to support requirements testing for levels A through C (and optionally for level D), we require two additional rules be enforced during testing. These rules (described in section 4.2) are intended to ensure that a) all test cases that apply to a given class are also applied to its subclasses, and b) that each method is separately tested in the context of every class in which it appears, irrespective of whether it is defined by the class or inherited by it. 

This is viewed as an improvement to the testing process. Notably, extensions to applications that lack the structure provided by classes and subclasses still need to be tested to ensure that they remain upwardly compatible when new types of elements are added to them. And algorithms that apply to more than one type of element still need to be tested to ensure that they deal with them all in a consistent and correct manner. Without the associated class/subclass structure it is just more difficult to develop the associated test cases. With an explicit class/subclass structure, test cases are inherited in the same manner as the methods that they test.

4.1.3 Response to individual issues and claims

This section contains a response to the individual issues and claims presented in section 2 of the break out paper on dynamic dispatch [4]. 

Claim: Polymorphic, dynamically bound messages can result in code that is error prone and hard to understand.

A fundamental understanding of inheritance and overriding is necessary in order to use dynamic dispatch. The basic principles, however, are not difficult to grasp: 1. all methods are inherited, 2. a subclass method overrides a parent class method if their signatures are the same
, and 3. all overriding methods must be upwardly compatible with the parent class methods they override. Proof of the latter is provided by running the test cases for the parent class against each subclass (i.e. test cases are inherited, but test and coverage results are not). It is this last principle of upward compatibility that is key. The parent class version of the method and all the methods that override it represent a family or, in testing terms, an equivalence class. All methods in the family are required to be compatible and can be understood as one (applying the principle of chunking from psychology)
. Tool support can also be provided to permit the user to readily view all the subclass methods that override a given method when this is helpful or necessary.

Used in this way, inheritance, overriding and dynamic dispatch are an aid (rather than an obstacle) to understanding and testing. They organize the code that would otherwise appear redundantly in if statement and case statement clauses throughout the system, and formalize the relationship between these code fragments, giving us a basis for testing them for consistency with one another.

Complications typically arise when we do not maintain a simple set of rules for overriding and dispatch, for example, in C++, when we permit the programmer to use static binding to overridden methods, or when we permit overriding methods to do something different than the parent class methods they override.

Claim: Polymorphism and dynamic dispatch can greatly simplify client interfaces to servers and ease maintenance and reuse.

The use of dynamic dispatch is certainly simpler and easier to maintain than the consistent and correct use of hand coded dispatch methods (the work around). It also eliminates the kind of redundancy that can result if case statements and if statements are used in an undisciplined way. An analogy can be made in this regard, to the use of goto statements. While it is possible to use gotos in a disciplined way consistent with the tenets of structured programming, it is far easier to enforce such discipline by using higher level, but more restricted, control structures to define conditions and loops.

Any attempt to quantify maintenance costs, % of reuse, or a reduction in errors as a result of using dynamic dispatch rather than the explicit coding of case statements is beyond the scope of this project.

Claim: The restricted use of dynamic dispatch (section 4.1) is equivalent to the use of a case statement to select one of several methods to call. As a result, if a system that contains the equivalent case statements is acceptable, the use of dynamic dispatch is acceptable.

This is true for all but level A software. In order to satisfy the structural coverage requirements for such software, we also insist upon an additional level of verification with respect to the code generated, i.e. inspection of the structure of the method tables in the executable image and inspection of the compiler-generated code at the point of call. Additionally, to satisfy the timing analysis requirements for all software levels, we also insist on confirmation that the compiler generated code at the point of call imposes only a predictable and bounded overhead. 

Claim: Dynamic dispatch is a form of auto code generation [of dispatch methods] by the compiler and should be treated as such with regard to certification.

This seems to be true. Most compilers treat dynamic dispatch as an inlined call to a dispatch method that contains a case statement for which we generate a jump table.

Claim: Dynamic dispatch presents a problem with regard to the traceability of source code to object code that requires “additional verification” for level A systems as dictated by DO-178B section 6.4.4.2b.

Corollary: This “additional verification” should include inspection of the structure of the method tables in the executable image, the compiler-generated code at the point of call, and confirmation that the compiler generated code at the point of call imposes only a predictable and bounded overhead.

We have adopted this view. While it is true that compilers could generate something other than a method table and the kind of code we anticipate for dynamic dispatch, this is rare enough that we have chosen not to address it, at least in this initial version of the guidelines. Even in the case of Java, the method tables and dispatch mechanism are typically the same. They are simply implemented at the level of the Java virtual machine or in the microcode of the underlying processor (if direct execution of Java is supported).

Claim: Dynamic dispatch complicates flow analysis, symbolic analysis, and structural coverage analysis and should not be used on systems at the highest levels of criticality.

These complications typically arise when the tools used for these forms of analysis do not “understand” dynamic dispatch, i.e., do not treat it as equivalent to a call to a dispatch method containing a case statement. Acceptance on the part of many tools has been slow to come since the cases to be considered at the point of call can only be identified by looking at the source code for the system as a whole. The technical problems in doing so, however, are not particularly difficult to resolve, given a precise specification of which classes are to appear in the system, which is certainly required for any highly critical application. In some cases, such as structural coverage analysis, no special tool support is required as long as a systematic testing process is followed (as prescribed in section 4.2). The system software should also clearly be under configuration control, which is again to be expected (and required by DO-178B).

Claim: If a structural coverage tool “understands” dynamic dispatch, then it should produce equivalent results for a program that makes restricted use of dynamic dispatch and a program that explicitly codes dispatch methods as case statements or compound if statements.

We offer this as a working definition of “understanding” and as a criteria for evaluating tools. 

Claim: The behavior of a class can be completely understood in terms of its flattened class definition, and the behavior of an object can be completely understood in terms of the flattened definition of its run time class.

This follows logically from the rules appearing in the guidelines. From a human factors point of view, it is often best to work from flattened class definitions when reviewing a class that inherits and overrides parent class methods. Qualified tool support for generating flattened class definitions for reviews is therefore recommended.

Claim: The implicit type conversion of arguments (as in C++) makes the matching of calls to methods difficult, and should be severely restricted or disallowed. 

Implicit type conversion has been broken out as a separate topic since it is a concern for other reasons as well. This claim, however, certainly appears to be true. Note the distinction, however, between implicit type conversion and explicitly checked type conversions. The latter are regarded as acceptable so long as they meet other requirements, such as guaranteeing no loss of information.

Claim: Subclassing should only be used to define subtypes in accordance with the Liskov substitution principle (LSP) [30].

Corollary: Inheritance of an operation implies inheritance of its test cases, which must be separately executed in the context of the class and in the context of each of its descendants. 

This is a fundamental tenet of the guidelines.

Claim: Inheritance, polymorphism, and linkage can lead to ambiguity.

Ambiguity can certainly result if the rules of composition for inherited elements are not well defined or well understood. Since the relationship between overriding and overridden methods is simple (overriding and overridden methods must have exactly the same signature) and one-on-one in the case of single inheritance, this is primarily a concern with respect to multiple inheritance. The cases of interest (repeated inheritance, redefinition along separate paths, and the inheritance of independently defined operations with the same signature) are discussed in the break out papers for multiple interface inheritance [5] and multiple implementation inheritance [6]. The C++ case, in which ambiguities are left unresolved until a reference is made to the ambiguous method, is cited as one of the reasons for disallowing multiple implementation inheritance in C++ for DO-178B levels A through C and restricting its use for Level D in [6].

Claim: The use of inheritance and polymorphism may cause difficulties in obtaining structural coverage, particularly decision coverage and MC/DC [35, p. 7, Structural Coverage].

The interpretation of dynamic dispatch as semantically equivalent to a call to a dispatch method containing a case statement is the basis for defining the criteria for decision coverage and MC/DC coverage in this paper. These are relatively simple criteria to understand and apply. Acceptance of these guidelines as an industry wide standard, however, is key to its acceptance by tool vendors. Tools that take a stricter view (e.g., regarding dynamic dispatch to be equivalent to a case statement at the point of call) can be used instead, but the burden on the test organization is expected to be substantially higher. Tools that nearly meet this criteria but fall short (e.g., because they insist only upon execution of all overriding methods without exercising each method table entry) can be either adapted by the user (where this is permitted), applied in a restricted way (e.g., by using a set of test cases that ensures each method is called via each method table entry), or supplemented by a check of the method table contents for all classes.

Claim: Source to object code correspondence will vary between compilers for inheritance and polymorphism [35, p. 7, Structural Coverage].

Source to object code correspondence is always a function of the compiler and may vary for any language feature. The vast majority of compilers for OO languages, however, produce method tables and code at the point of call comparable to that discussed in section 1.11 of the break out paper. For this reason, we have chosen to require this as part of the current guidelines. 

Other approaches that meet the fundamental criteria for predictable and bounded dispatch times should, in principle, also be acceptable, and the guidelines could be extended to allow them. 

For real-time systems, however, most other implementations of dynamic dispatch are of questionable value. Considerable effort has been made on the part of OO languages intended for real-time systems to minimize the overhead associated with dynamic dispatch, and to ensure that it is both predictable and bounded. It is precisely for this reason that use of the method table approach is so wide spread.

Claim: Polymorphic and overloaded functions may make tracing and verifying the code difficult [21].

The key to dealing with this is tool support for the interpretation of dynamic dispatch as equivalent to a case statement, in tools used for tracing and in tools used for verification.

For human code reviewers, it should be possible to view the set of methods that might be called as a family or equivalence class (as in the response to the first claim). The effect of calling any one of them is defined in terms of a common contract with the client. They must all do the same thing, and through the inheritance of test cases, must all be tested to ensure that this is true.

Claim: We should minimize the use of dynamic binding in DO-178B/ED-12B certified systems.

Applying this principle potentially conflicts with the simple dispatching rule, which requires that we always call the version of a method defined by the run time class of the object. In particular we want to avoid cases such as declaring a C++ method that is not virtual, but is overridden, because they complicate our model of dispatch and break rules intended to ensure the correctness of subclass behavior.

Use of explicitly coded case statements rather than dynamic dispatch is also not recommended for reasons given above. Maintenance of code in this form is regarded as error prone, and analogous to the explicit coding of control constructs (e.g., for if statements, case statements, and loops) using explicit gotos.

Claim: We should minimize the use of operator overloading in DO-178B/ED-12B certified systems.

The guidelines do not address this, but could be extended to do so. In general, sharing a name or operator symbol should imply sharing semantics (meaning the same test cases apply to all overloaded versions). Otherwise overloading is inappropriate.

4.2 Inline

4.2.1 Background

The keyword inline is a request to the compiler that a function be compiled without function call overhead. The inlined function's code is inserted into the callers code stream. The inlining of functions is useful for optimization.

4.2.2 Rationale for the guidelines on inlining

Inlining may affect a number of verification methods as noted below. The use of inlining, however, is not an obstacle to certification so long as its effects upon each of these verification methods are taken into account.

4.2.3 Response to individual issues and claims

Issue: The use of inlining increases coupling.
As noted in section 3.1.1, data coupling and control coupling should take into account the inlining of code including call tree and data set/use analysis.

Issue: Inline expansion can eliminate parameter passing. Elimination of parameter passing can effect the amount of information pushed onto the stack as well as the total amount of code generated.  This, in turn, can effect the stack usage and the timing analysis.
As noted in section 3.1.1, stack usage analysis and timing analysis should take into account the inlining of code.

Issue: Inline expansion may not be handled identically at different points of expansion.
As noted in section 3.1.1, where inline expansion is used in "level A" software and structural coverage is done on the source code, then source code should be traced to object code at each point of expansion. If object code is added or removed at one or more points of expansion, as determined by the source to object code trace, then structural coverage must be verified separately for each such expansion or additional structural coverage must be done on the added object code.
Issue: Inlining may affect tool usage and make structural coverage more difficult for levels A, B, and C.
As noted in section 3.1.1, structural coverage tools need to know and be able to report what will be inlined and what will not be inlined when inlining is requested.

Dead and Deactivated Code

4.2.4 Background

This section considers dead versus deactivated code as defined in DO-178B, but in the context of the Object-oriented philosophy of up-front design for reuse.  The reason this discussion is included is that OO Design (though not exclusively OO design) philosophies encourage development of reusable software components.  These components are often developed before the systems that will ultimately use the reusable components.  A development group that is different than the component development group generally creates the final system.  The components are intended to be used, without change, in many systems. An example is a math library.  It will contain software to implement requirements for a mathematical domain. Any one system using the math library is unlikely to require the full capability of the math library, but it is expected (though not guaranteed) that all functionality will be used at least once by the aggregate of the math library’s users.  Another example is an operating system.  It will include operations expected to be provided by an operating system, even though no one system will necessarily use them all.  Hence, for components like these, there will be code that is included in a particular system but not executed by that system.  

First, the classic definitions of dead and deactivated code are discussed.  Then, the definition of deactivated code is interpreted to cover the case of software functionality that is included in a particular system and is reasonably foreseen to be used at some future time in that system or in product variants of that system.

Dead Code: DO-178B defines dead code as "Executable object code (or data) which, as a result of a design error cannot be executed (code) or used (data) in an operational configuration of the target computer environment and is not traceable to a system or software requirement. An exception is embedded identifiers."  Dead code can be detected during structural coverage analysis.  That is, if the verification process is applied properly, this code will show up as not being executed after all requirements have been verified.  Either the code is not called at all or the logic to call it cannot be activated.  Dead code has to be removed for Levels A, B, and C software.  This is because, by definition, structural coverage would have Exc in the verification matrix in section 3.1.1.

Deactivated code:  A discussion of the current definition of deactivated code is necessary as the DO-178B rules for deactivated code will apply to the interpretation of the definition of deactivated code, which follows in the next section.  DO-178B defines deactivated code as "Executable object code (or data) which by design is either (a) not intended to be executed (code) or used (data), for example, a part of a previously developed software component, or (b) is only executed (code) or used (data) in certain configurations of the target computer environment, for example, code that is enabled by a hardware pin selection or software programmed options."  The (a) part of the definition covers the case of extra functions in existing components that are not used.  In the example of math and OS libraries, this would cover the case where all functions in these components were fully utilized in some previously certified product and now some subset is used for the newer product.  (Note that previously developed software is only given by example in the definition.  The next section, which deals with reusable components, is considered another example.)  The (b) part of the definition more typically covers the case of various application configurations for different configurations of the same aircraft models, or totally different models.  The deactivated software in this case is actually active in certain situations - that is, it is called and executed for certain configurations.

For code covered by either parts of the definition, DO-178B considers it acceptable to keep the code in the new system, as it was previously completely verified and certified.  Four parts of the DO-178B process have rules governing de-activated code.  The sections are:

4.2 Software Planning Process

5.4.3 Integration Considerations

6.4.4.3 Structural Coverage Analysis Resolution

11.10 Design Description

These rules require that the software plans must describe how the deactivated code will be defined and verified.  The Design Description must define how the code is not enabled in the target computer.  The integration and structural coverage processes provide the evidence of how the deactivated code is handled.  For deactivated code following part (b) of the definition, the solution is straightforward: Additional test cases are added to exercise the additional configurations.  For deactivated code following part (a) of the definition, a combination of analysis and testing should show that the means by which such code could be inadvertently executed are prevented, isolated, or eliminated.  Typically, structural coverage analysis and requirements-based tests will show that the code is not executed.  An analysis of the code can be performed to show that there are no calls to the functions that are not intended to be executed. 

If previously developed airborne software has been developed and DO-178B approved and the system certified, then for the same or lower software level of another airborne application, the unused code is considered deactivated code.  It can be left in.  Although like dead code, an analysis has to be performed to assess the effect via data and control coupling.  For levels A, B, and C, data should be available from the previous structural coverage analysis and included in the PSAC (Plan for the Software Aspects of Certification) and SAS (Software Accomplishment Summary).

Special precautions should be taken when dealing with software components that apply to completely different models of aircraft.  An example would be de-icing software, which has completely different requirements for a large aircraft compared to a small one.  Though allowed to be in the same software, if the wrong software ran for a particular aircraft installation, this could lead to a direct violation of some system level requirement.  Good design practice dictates that such methods should be isolated to aircraft specific classes that can easily be excluded (either manually or with smart linkers) or can easily be proven to not be inadvertently executed.

Deactivated Code in a Reusable Component: This discussion interprets the first definition of deactivated code, as follows: Executable object code (or data) which by design is built as part of a component to serve a particular application domain.  The component contains objects, attributes, methods, templates, error processing, or other code that is not completely used in the first certified application.  This additional definition is needed to differentiate it from the (a) part of the original definition to make it clear that it is acceptable to develop software components for a particular domain.  This software component is expected to be useful to an entire product line or even different products without the need to create point solutions for each particular system.  This definition allows an up-front plan for reuse to be developed versus improvised reuse of software from some initial development.  Reusable components must comply with the Reusable Component Discussion in the Patterns section, which discusses recommended test methodologies with regard to deactivated code.  An alternative to re-test of deactivated code is the use of smart linkers, which are capable of removing classes, methods, attributes that are not called or used.  This is discussed further in the tools section.

Interface and implementation inheritance

4.2.5 Background

Inheritance was originally viewed primarily as a mechanism for sharing code and data (implementation). As the understanding of OO modeling has matured, however, the focus has increasingly been on the specification of interfaces, especially during analysis and early design. In such cases, it is not implementation (data or code) that is inherited, but the requirement that a specified operation be provided to clients. 

The use of multiple inheritance in this regard has to do with the ability to classify a thing (during analysis or early design) as falling into more than one category. It might be desirable, for example, to model a type representing all vehicles, with separate subtypes representing motorized vehicles and amphibious vehicles. It is then natural to categorize some vehicles as falling into both categories, or into additional categories (e.g., related to fault tolerance, safety, etc.).

A given entity may also be viewed in different ways by different clients. Using multiple inheritance of interfaces, the role that a particular class must play can be defined with respect to each type of client. The class must then implement all operations of all the interfaces it inherits. This is illustrated in the example that follows, where a given object is viewed as something to be transmitted over a wire by a communications application (such as CORBA), as a filtered and scaled sensor value to be displayed by a displays application, and as a value to be sorted by an application responsible for analyzing collections of data values [5, Appendix B]. 

The use of inheritance in these cases is concerned only with specifications for the public interfaces implemented by a class, and not with how it is built from the implementations of other classes. The subtyping rules defined for dynamic dispatch (which are based on the Liskov Substitution Principle and Bertrand Meyer’s notion of Design by Contract) always apply. As a result, subinterfaces are always subtypes, and the test cases associated with one interface are inherited by all subinterfaces and apply to all classes that implement them. The inherited test cases, however, must still be independently run against each class that implements the interface to determine whether they pass or fail, and whether the coverage requirements are met. 

In contrast to the use of interface inheritance for subtyping, the implementation of these operations may also be inherited in terms of code and data. This is usually a simple matter when it involves a single parent class. It, however, can become complicated when code and data are inherited from multiple parent classes due to potential, and possibly subtle interactions between them when the implementations are combined. The language mechanisms to support multiple implementation inheritance are inherently more complicated than those required to support multiple inheritance of interfaces. There are also reasonable alternatives, such as the use of delegation to combine multiple implementations, that are not available when it comes to multiple interface inheritance and subtyping.

For these reasons, newer languages (such as Java) deal with multiple inheritance only with respect to interfaces. Multiple implementation inheritance, and related features such as private and protected inheritance are not supported. Delegation is used instead.

	
	Focus
	Subtyping
	Complexity
	Alternatives

	Multiple Interface inheritance
	Analysis & design
	Always
	low..medium
	No attractive alternatives

	Multiple Implementation inheritance
	Coding
	If public
	medium..hIgh
	Delegation


Complexity is rated as low to medium for multiple interface inheritance since the inherited elements represent only operation signatures (name + argument types) which do not reference one another.

Complexity is rated as medium to high for multiple implementation inheritance since the inherited elements represent not only operation signatures (which do not reference one another), but the code for implementing methods and the data for associated attributes (which do, in the form of calls between methods, the passing of attribute values as arguments in method calls, and the direct referencing of attributes by the code of methods).

Multiple interface inheritance is discussed in greater detail in [5]. Multiple implementation inheritance is discussed further in [6]

The primary issues related to multiple inheritance concern potential, unexpected interactions between separately inherited elements, potential ambiguities that could result, and the complexity of the mechanism itself. It is also important to consider alternatives to the use of multiple inheritance (such as delegation) and their own advantages and disadvantages. These and other issues are discussed in much greater detail in [5] and [6].

4.2.6 Rationale for the guidelines on single inheritance and overriding

Single inheritance is relatively simple for users to understand and for language designers to implement. In the case of interface inheritance, inherited elements represent only operation signatures, which do not reference one another. In the case of implementation inheritance, the code for a method may call other inherited or overridden methods or reference inherited attributes, but these are only inherited from a single parent. 

Because overriding implies the use of dynamic dispatch and the need for substitutability, overridden methods must conform to the rules given in section 4.1.5. These rules ensure that the signatures of overridden operations are consistent with those of their parents. Because signatures are acknowledged to be insufficient to specify the semantics of operations, for levels A through C, test cases must also be “inherited” and independently run in the context of each concrete subclass (as called for in section 4.2.2).

4.2.7 Response to individual issues and claims regarding single inheritance

Issue: Use of inheritance (either single or multiple) raises issues of compatibility between classes and subclasses.

This is the fundamental issue addressed by the pattern in section 4.2. Since most development organizations do not define their interfaces formally (in terms of preconditions, postconditions and invariants), the guidelines use the inheritance of test cases as a means of testing for compatibility. This, however, does not preclude a more formal approach, which could begin with a simple statement of the criteria for testing each operation, i.e. an informal statement of preconditions (to be established by the test driver) and postconditions (conditions to be checked to determine pass/fail). As the specification becomes more formal, it can also become more automated, enabling the generation of test cases to achieve a desired coverage level, or enabling the use of formal proofs.

Issue: Inheritance and overriding raise a number of issues with respect to testing: “Should you retest inherited methods? Can you reuse superclass tests for inherited and overridden methods? To what extent should you exercise interaction among methods of all superclasses and of the subclass under test?” [15, p. 497]

The guidelines answer these questions as follows: Yes, you should retest all inherited methods in the context of each concrete subclass. Yes, you can and must reuse superclass tests in order to test for compatibility between classes and subclasses (above). By testing each method in the context of each concrete subclass we fully exercise all superclass/subclass method interactions. The relevant guidelines are those provided by the pattern in section 4.2.

Issue: Inheritance can introduce problems related to initialization. “Deep class hierarchies [in particular] can lead to initialization bugs.” [15, p. 501]. There is also a risk that a subclass method will be called (via dynamic dispatch) by a higher level constructor before the attributes associated with the subclass have been initialized.

The Initialization rule (section 4.1.5) severely restricts the set of operations that may be called by a constructor, limiting calls made by constructors to private operations which are resolved statically and do not involve dynamic dispatch, and to superclass constructors, which are also always statically resolved. 

Furthermore, as a corollary to the Initialization rule, all classes are required to provide an explicit constructor, and the body of the class constructor must consist of a call to the constructor defined by its superclass (if any) to initialize any inherited attributes, followed by initialization of all the attributes defined by the class itself.

As a result of these restrictions, initialization involves the building of an object in a regular, predictable sequence, beginning with execution of the constructor defined by the root class of the inheritance hierarchy and proceeding class constructor by class constructor to the most specific subclass. Each level of construction in this sequence is isolated from all others since no calls made by constructors can involve dynamic dispatch
. 

Issue: “A subclass-specific implementation of a superclass method is [accidentally] omitted.  As a result, that superclass method might be incorrectly bound to a subclass object, and a state could result that was valid for the superclass but invalid for the subclass owing to a stronger subclass invariant. For example, Object-level methods like isEqual or copy are not overridden with a necessary subclass implementation” [15, p. 502, Missing Override][20].

The pattern given in section 4.2 ensures that all superclass test cases are “inherited” and run against instances of the subclass. If all these tests pass, this is taken as evidence that the subclass is compatible with the superclass. The inheritance of test cases in this manner, however, is only intended to test for compatibility.

Any extension of the semantics of the superclass by the subclass (not surprisingly) requires the development of additional test cases. The strengthening of the subclass invariant is just one form of semantic extension. Others forms include a) the addition of new operations to the subclass, b) the weakening of the preconditions of overridden operations, and c) the strengthening of the postconditions of overridden operations.

In all these cases, we must add subclass specific test cases to the set of test cases “inherited” from its superclasses. In the case in which we add new operations to the subclass, we add test cases for these new operations. 

In the case in which we weaken the precondition of some overridden operation, we add test cases that call the operation under the newly valid circumstances and check for the expected result. 

In the case in which we strengthen the postcondition of some overridden operation, we add a new test case for each inherited test case involving the operation. Each of these new test cases is the same as the inherited test case, except that it checks for the stronger postcondition
.

In the case in which we strengthen the subclass invariant, we add a new test case for each inherited test case. Each of these new test cases is the same as the inherited test case, except that it checks for the stronger invariant as part of the result. 

Extension of the set of inherited test cases in this manner (to handle the semantic extensions introduced in the subclass) will catch any missing overrides (above), as well as other errors. In truth, this involves nothing more than providing a complete set of test cases for every class, and taking into account any additional subclass functionality when doing so. 

Issue: “A subclass [may be] incorrectly located in a hierarchy. For example, a developer locates SquareWindow as a subclass of RectangularWindow, reasoning that a square is a special case of a rectangle ... Suppose that [the method] resize(x, y) is inherited by SquareWindow. It allows different lengths for adjacent sides, which causes SquareWindow to fail after it has been resized. This situation is a design problem: a square is not a kind of a rectangle, or vice versa. Instead both are kinds of four-sided polygons. The corresponding design solution is a superclass FourSidedWindow, of which RectangularWindow and SquareWindow are subclasses.” [15, p. 502, Square Peg in a Round Hole]

This is just a specific example of the strengthening of a subclass invariant (previous issue). Here we associated the invariant “all four sides are of equal length” with the subclass SquareWindow. However, when we define new test cases for resize that check for this stronger invariant, they fail. This leads to discovery of the design problem, which can then be fixed as suggested.
Issue: “A subclass either does not accept all messages that the superclass accepts or leaves the object in a state that is illegal in the superclass. This situation can occur in a hierarchy that should implement a subtype relationship that conforms to the Liskov substitution principle.” [15, p. 503, Naughty Children]
The guidelines (in section 4.2) require conformance with the Liskov substitution principle and use the execution of “inherited” test cases against subclass instances to ensure that cases, such as this one, are caught.

Issue:  “A subclass computes values that are not consistent with the superclass invariant or superclass state invariants.” [15, p. 503, Worm Holes]

This violates the Liskov substitution principle, and should be caught when inherited test cases are run against instances of the subclass (section 4.2).

Issue:  “Top-heavy multiple inheritance and very deep hierarchies (six or more subclasses) are error-prone, even when they conform to good design practice. The wrong variable type, variable, or method may be inherited, for example, due to confusion about a multiple inheritance structure” [15, p. 503, Spaghetti Inheritance]

The guidelines in section 4.1.5 call for “the use of quality and complexity metrics is required to limit the complexity of the class hierarchy.” This is intended to avoid very deep hierarchies.

Multiple inheritance is only allowed with respect to interfaces. As a result, it does not involve variables or methods.

Issue: The ability of a subclass to directly reference inherited attributes tightly couples the definitions of the two classes.

This is easily avoided by defining all superclass attributes to be private, even from its subclasses. Access to the attributes can be provided by get/set operations, which can be inlined to avoid the overhead associated with a call, producing code comparable to that for direct access.

This approach, however, while generally recommended, is not always practical. Performance may be important, but the target compiler may not support inlining, or may not perform inlining efficiently. Detailed knowledge of the data representation defined by the superclass may also be necessary in the subclass, but the data structure may be sufficiently complex that it cannot be abstracted by simple get/set operations.

For these reasons, the appropriate tradeoffs seem best left to the designer, and the current guidelines do not require that inherited attributes always be hidden, even though this is often the best course of action. 

Issue: Inheritance can be abused by using it as a “kind of code-sharing macro to support hacks without regard to the resulting semantics” [15, p. 503, Weird Hierarchies]

The guidelines forbid such abuse by insisting that inheritance always be used to create subtypes (section 4.2), and never just for purposes of code sharing.

4.2.8 Rationale for the guidelines on multiple interface inheritance

Multiple inheritance in any form raises issues with respect to name clashes and redefinition as discussed in [5]. However, because interface inheritance involves only the inheritance of operation specifications (which are not executable entities), and because such specifications do not reference each other, the issues that arise are straight forward to deal with in reviews, or with the help of tools. 

4.2.9 Response to individual issues and claims re: multiple interface inheritance

This section contains a response to the individual issues and claims presented in section 3 of the break out paper on multiple interface inheritance [5].

Claim: Interface inheritance is nothing more than a mechanism for eliminating redundancy in interface specifications. As a result, if a system that contains the equivalent redundant interface specifications is acceptable, then the use of interface inheritance is equally acceptable.

This is true, but only in principle. We must still be concerned with the inheritance mechanism itself, and cases such as the inheritance of independently defined operations with the same signature [5, section 2.3] where the user’s intent is not clear. 

See also [5, section 5], Recommendations to language designers.

Issue: When the same operation is inherited by an interface via more than one path through the interface hierarchy (repeated inheritance), it may be unclear whether this should result in a single operation in the subinterface, or in multiple operations [32, p. 543, Repeated Inheritance]. 

In this case [5, section 2.1], it seems reasonable to expect the user to understand that this is the same operation, only inherited via a different path. This is analogous to having two references to the same object, in programming terms, or two links to the same web page, in terms that can be understood by virtually anyone familiar with the world wide web. This understanding is consistent with the fact that a change to the operation’s specification is reflected in all interfaces that inherit from it, by whatever path.

Issue: When a subinterface inherits different definitions of the same operation [as a result of redefinition along separate paths], it may be unclear whether/how they should be combined in the resulting subinterface [32, p. 551, Conflicting redefinitions]. 

The subtyping rules (Liskov substitution principle) require that all overriding definitions be upwardly compatible with the definitions they override. In the case where we inherit more than one definition of the same operation [5, section 2.2], the overriding definition in the subinterface must be upwardly compatible with all the definitions that it inherits/overrides. 

Various languages combine the inherited operations implicitly, ensuring that this principle is upheld. While we could rely upon this mechanism, and a user understanding of the language rules, the guidelines do not. Instead the user is required to explicitly define an overriding operation in the subinterface, and the language is required to check that the user’s definition is upwardly compatible with the definitions it overrides (in accordance with the subtyping rules). This a) ensures that there is no confusion, and b) makes it easy for clients to see (literally) the signature of the operation in the subinterface.

Note: The ability to redefine an operation is limited to either restricting the type of exceptions it throws (Java) or the type of result it returns (C++). As a result, changes to the specification of an operation in a subinterface are limited in scope. The impact, however, can be significant. In C++, for instance, the ability to make the return type more specific has been shown to have a large effect upon the number of run time casts required  [37].

Issue: Use of multiple inheritance can lead to “name clashes” when more than one parent independently defines an operation with the same signature [32, p. 535..540, Feature Renaming] [32, p. 549..550, The renaming rule]. 

When more than one interface defines an operation in exactly the same way [5, section 2.3], only one implementation of the operation is required to satisfy the clients of both interfaces. What is unclear, however, is whether the authors of the two interfaces (potentially different people) intended that the two specifications represent the same operation. In this case, the guidelines require a human check during code reviews to either verify that this was indeed the intent, or to require that one or both of the operations be renamed, so that the specifications are no longer identical. 

See also [5, section 5], Recommendations to language designers.

Issue: When different parent interfaces define operations with different names but compatible specifications, it is unclear whether it should be possible to merge them in a subinterface [32, p. 552, join].

This is the opposite of the previous case. We have two operations with different names, that we would like to regard as the same [5, section 2.4]. Some languages, such as Eiffel, provide a mechanism to join operations in this case. None of the languages of primary interest (Ada95, C++ and Java) do. Here the guidelines require that one or both of the operations be renamed, so that the specifications are identical. This creates the situation described in [5, section 2.3], which is checked (for intent) in code reviews. 

See also [5, section 5], Recommendations to language designers.

Issue: It is unclear whether the normal overload resolution rules should apply between operations inherited from different superinterfaces or whether they should not (as in C++, [38, p. 392, section 15.2.2]).

The issue is whether an operation defined by one interface overloads an operation with the same name (but different parameter types) defined by a subinterface. The guidelines currently do not address this. As a result, resolution of the issue is left to the target language.

Issue: It is important that the overriding of one operation by another and the joining of operations inherited from different sources always be intentional rather than accidental.

This is the situation addressed by the recommendation that code reviews be used to resolve such matters (above).

Claim: Multiple inheritance complicates the class hierarchy [34].

Because interface inheritance involves only the inheritance of operation specifications (which are not executable entities), and because such specifications do not reference each other, the issues that arise are straight forward to deal with in reviews, or with the help of tools.

Claim: Multiple inheritance complicates configuration control [34].

All dependencies between modules complicate configuration control in the sense that we must maintain consistent sets of definitions. Inheritance complicates the situation in that it creates longer chains of dependencies. However, because interface inheritance involves only operation specifications, no additional complications should arise.

Claim: When inheritance is used in the design, special care must be taken to maintain traceability. This is particularly a concern if multiple inheritance is used [35]. 

In terms of interface inheritance, traceability involves the linkage between overriding and overridden operation specifications. In the three languages of interest (Ada95, C++ and Java), this linkage is simple. Operations in subinterfaces override inherited operations with the same signature. Where a subinterface inherits more than one operation with the same signature (multiple inheritance), the guidelines require that the subinterface explicitly define an overriding operation that can be traced to all the inherited operations.

Claim: Source to object code correspondence will vary between compilers for inheritance and polymorphism [35, p. 7, Structural Coverage].

Interface inheritance involves only operation specifications, which do not compile to executable code and do not affect structural coverage.

Claim: Overuse of inheritance, particularly multiple inheritance, can lead to unintended connections among classes, which could lead to difficulty in meeting the DO-178B/ED-12B objective of data and control coupling [35, p. 7, Overuse of Inheritance].

Interface inheritance involves only operation specifications, which do not reference one another. As a result, the only way we can introduce an unintended connection involves the case discussed in [5, section 2.3]. In this case, an interface inherits from two interfaces that independently define an operation with the same signature. If the intent is not to define a single operation in the subinterface, then this represents an unintended connection between the inherited definitions. The guidelines call for resolution of the matter of intent in this case in code reviews.

Claim: Inheritance, polymorphism, and linkage can lead to ambiguity [35, p. 7, Ambiguity]. 

Because interface inheritance involves only operation specifications, it does not deal with methods (containing actual code) and does not introduce ambiguities regarding which methods are to be called.

Claim: Multiple inheritance should be avoided in safety critical, certified systems, as suggested by [35, p. 7, Coding Issues].

Multiple inheritance in any form raises issues with respect to name clashes and redefinition as summarized in [5, section 2]. However, because interface inheritance involves only the inheritance of operation specifications (which are not executable entities), and because such specifications do not reference each other, the issues that arise are straight forward to deal with in reviews, or with the help of tools.

Multiple inheritance of implementation is dealt with in [6]. 

Issue:  “Top-heavy multiple inheritance and very deep hierarchies (six or more subclasses) are error-prone, even when they conform to good design practice. The wrong variable type, variable, or method may be inherited, for example, due to confusion about a multiple inheritance structure” [15, p. 503, Spaghetti Inheritance]

The guidelines in section 4.1.5 call for “the use of quality and complexity metrics is required to limit the complexity of the class hierarchy.” This is intended to avoid very deep hierarchies.

Multiple inheritance is only allowed with respect to interfaces. As a result, it does not involve variables or methods.

4.2.10 Rationale for the guidelines on multiple implementation inheritance

Multiple implementation inheritance is a more complicated matter. Unlike interface inheritance, the inherited elements (code and data) may reference each other and interact in subtle ways. And unlike interface inheritance the inherited elements are executable, and directly affect the behavior of the resulting system. The language mechanisms required to support multiple inheritance of implementation are also necessarily more complicated.  Of the three languages of interest (Ada95, Java, and C++), only C++ supports multiple inheritance of implementation, and (as argued in [6]) does so in a manner that itself raises additional issues.

Given these problems, and given an acceptable alternative to multiple implementation inheritance involving delegation, multiple implementation inheritance should be excluded at all certification levels other than level D, where “careful use” is permitted under the rules given in section 4.6.

Restricted use in the latter case is intended primarily to allow the use of existing C++ code in level D applications (with minimal change) in cases where this is an overriding concern.


4.2.11 Response to individual issues and claims re: multiple implementation inheritance

This section contains a response to the individual issues and claims presented in section 2 of the break out paper on multiple implementation inheritance [6].

Claim: Multiple implementation inheritance raises a number of issues with respect to certification that must be resolved before its use is acceptable for all DO-178B software levels.

The issues raised are those that follow.

Claim: There is significant variation between object-oriented languages on how the issues associated with multiple implementation inheritance should be resolved. 

A comparison of Eiffel [32] to C++ is sufficient to prove the truth of this claim.

Claim: Reliance on programmer specified optimizations of the inheritance hierarchy (invasive inheritance) is potentially error prone and unsuitable for safety critical applications.

Such “programmer specified optimizations” account for much of the complexity of multiple implementation inheritance in C++. The use of the keyword virtual, with respect to individual methods and parent classes is a case in point. Placing this level of control in the user’s hands (for the purpose of optimization) invites its misuse, e.g., the overriding of a non-virtual method by a virtual one. 

The C++ mechanism also demands that the developers of a class be able to anticipate the needs of developers of associated subclasses (in order to use virtual appropriately). Contrast this with Bertrand Meyer’s “open-closed principle” [32].
Claim: Delegation provides at least a reasonable work around to the use of multiple implementation inheritance. 

Delegation involves one object subcontracting (delegating) the execution of selected operations to one or more component objects. The components to which the whole delegates play the “role of” the parent classes from which it would otherwise inherit its implementation. 

Delegation is not given any special support in most languages (including Ada95, C++, and Java). As a result, the user must typically write a number of simple forwarding methods in order that one object delegate to another. See [6, section 4], Recommendations to language designers.

Despite this, it does appear to provide at least a reasonable, and simple alternative to the use of multiple implementation inheritance. This appears to be true even in those cases where authors recommend multiple implementation inheritance be used instead. [6,section 1] addresses each of these cases individually.

Claim: Multiple inheritance complicates the class hierarchy [34].

Because implementation inheritance involves the inheritance of actual code and data that may reference each other, subtle interactions may occur between elements inherited from different superclasses.

Claim: Multiple inheritance complicates configuration control [34]. 

Because the guidelines recommend against the use of multiple implementation inheritance for levels A through C, and permit only restricted use at level D, we have not yet addressed this. Because configuration control is an issue at all levels, however, a closer investigation of this issue should be provided for level D.

Claim: When inheritance is used in the design, special care must be taken to maintain traceability. This is particularly a concern if multiple inheritance is used [34]. 

Because the guidelines recommend against the use of multiple implementation inheritance for levels A through C, and permit only restricted use at level D, we have not yet addressed this. Because traceability is an issue at all levels, however, a closer investigation of this issue should be provided for level D.

Claim: Source to object code correspondence will vary between compilers for inheritance and polymorphism [34, p. 7, Structural Coverage]. 

Because the guidelines recommend against the use of multiple implementation inheritance for levels A through C, and permit only restricted use at level D, we have not addressed this.

Claim: Overuse of inheritance, particularly multiple inheritance, can lead to unintended connections among classes, which could lead to difficulty in meeting the DO-178B/ED-12B objective of data and control coupling [35, p. 7, Overuse of Inheritance].

This is one of the prime reasons that use of multiple implementation inheritance in C++ is not permitted for levels A through C, and only restricted use of multiple implementation inheritance is permitted at level D.

Claim: Inheritance, polymorphism, and linkage can lead to ambiguity [35, p. 7, Ambiguity].

This depends upon the nature of the inheritance mechanism itself. It is, however, certainly true of C++, where such ambiguities are cited as a reason (in [6, section 1]) to restrict the use of multiple implementation inheritance.

In particular, in C++, the inheritance of two methods with the same signature is not considered to be an error at the point at which the subclass is defined. Instead it is considered to be a “potential ambiguity” [33, pp. 113..116, Item 26]. An error results only if a client attempts to reference the potentially ambiguous method
. As a result, potential ambiguities “can lie dormant in a program for long periods of time, undetected and inactive.” [33, p. 114].

Claim: Multiple inheritance should be avoided in safety critical, certified systems, as suggested by [35, p. 7, Coding Issues].

We draw a sharp distinction between interface and implementation inheritance. Interface inheritance involves only the specifications of operations, which are not executable elements and cannot reference each other. Implementation inheritance is a more complicated matter. Unlike interface inheritance, the inherited elements (code and data) may reference each other and interact in subtle ways. And unlike interface inheritance the inherited elements are executable, and directly affect the behavior of the resulting system. The language mechanisms required to support multiple inheritance of implementation are also necessarily more complicated.  Of the three languages of interest (Ada95, Java, and C++), only C++ supports multiple inheritance of implementation, and (as argued in [6, section 1]) does so in a manner that itself raises additional issues.

Given these problems, and given an acceptable alternative to multiple implementation inheritance involving delegation, multiple implementation inheritance should be excluded at all certification levels other than level D, where “careful use” is permitted under the rules given in section 4.5.

Restricted use in the latter case is intended primarily to allow the use of existing C++ code in level D applications (with minimal change) in cases where this is an overriding concern.


Issue:  “Top-heavy multiple inheritance and very deep hierarchies (six or more subclasses) are error-prone, even when they conform to good design practice. The wrong variable type, variable, or method may be inherited, for example, due to confusion about a multiple inheritance structure” [15, p. 503, Spaghetti Inheritance]

The guidelines in section 4.1.5 call for “the use of quality and complexity metrics is required to limit the complexity of the class hierarchy.” This is intended to avoid very deep hierarchies.

Multiple inheritance is only allowed with respect to interfaces. As a result, it does not involve variables or methods.

Claim: Multiple inheritance involving only attributes and get/set methods for those attributes is simple enough (since the inherited elements reference each other in only limited, well-defined ways) that it should be permitted [Honeywell]. 

This is currently being investigated.

Template classes and template operations

4.2.12 Background

Templates provide a means of parameterizing operations and classes in a manner that complements inheritance. Templates specify families of possible operations (subprograms) or packages (classes) with zero or more formal parameters. Templates can appear as C++ classes and Ada packages, or as Ada subprograms (procedures and functions) and C++ operations. They can appear at the library level or nested within other units, including other templates. The declaration to produce a template includes the class (package) or subprogram (operation), at least one type argument, and other declaration elements.

Templates must be instantiated with a type parameter for each formal parameter. The types must be known at compile time so that the templates can be instantiated with each type parameter. The compiler creates a new instance of an actual operation or class by substituting each given type argument for each type parameter defined in the template. Each instance of each template can be used directly. 

4.2.13 Response to individual issues and claims

Issue: Templates are instantiated by substituting a specific type argument for each formal type parameter defined in the template class or operation. Passing a test suit for some but not all instantiations cannot guarantee that an untested instantiation is bug free. (See references [3] and [15] for more details on this issue).

In accordance with the pattern in section 4.8.4, each instance of a generic should be tested for levels A, B, and C unless the types map to the same underlying representation and object code can be shown to be equivalent. In practice, the complexity of the instantiation process makes it difficult to verify all instances of a template without testing each instance individually (see [3] Guide for the Use of the Ada Programming Language in High Integrity Systems).

Issue: Nested templates, child packages (Ada), and friend classes (C++) can result in complex code and hard to read error messages on many compilers.
In accordance with the pattern in section 4.8.4, nested templates, child packages (Ada), and friend classes (C++) should be prohibited for levels A, B, and C.

Issue: Making formal parameters "in out" can result in global data with potentially undesirable side affects and can obstruct analysis and code comprehension on many compilers.
In accordance with the pattern in section 4.8.4, formal "in out" should be prohibited for levels A, B, and C.

Issue: Templates can be compiled using "code sharing" or "macro-expansion". Code sharing is highly parametric, with small changes in actual parameters resulting in dramatic differences in performance. Code coverage, therefore, is difficult and mappings from a generic unit to object code can be complex when the compiler uses the "code sharing" approach.

In accordance with the pattern in section 4.8.4, it is recommended that when templates are used a compiler should be selected that uses "macro-expansion" and that templates compiled by "code sharing" be excluded (See reference [3] for more details on this issue).

Issue: Macro-expansion can result in memory and timing issues, similar to those identified for inlining. (See references [3] and [15] for more details on this issue).

In accordance with the pattern in section 4.8.4, for macro-expanded templates, the guidelines for inlining should be followed inasmuch as they apply.

Issue: The use of templates can result in code bloat. Many C++ compilers cause object code to be repeated for each instance of a template of the same type.

The user should analyze the compiler output and ensure that it is acceptable for their application.


5. Tools

Due to time and budget constraints, we have not done an extensive survey of object-oriented tools that could be used to support certification. Instead we have focused on how structural coverage tools should deal with dynamic dispatch (section 6.1), how flow analysis tools or reviews should deal with dynamic dispatch (section 6.2), how smart linkers can be used to eliminate deactivated code (section 6.3), and the availability of tools to enforce the language rules defined by the guidelines (section 6.4).

5.1 Structural coverage analysis (SC) of dynamic dispatch

The DO-178B guidelines for structural coverage analysis are defined by [1, section 6.4.4.2]. Modified condition/decision coverage (MCDC) is formally defined by [19].

In general, the restricted use of dynamic dispatch (section 4.1) is equivalent to the hand-coding of explicit dispatch methods containing case or compound if statements. As a result structural coverage tools should produce coverage results for programs using dynamic dispatch equivalent to one of the interpretations of it defined in [4, section 1.4, 1.5, 1.6, or 1.7]. Using the interpretation given by [4, section 1.5] this requires that the overall set of tests exercise every method table entry of every method table
.

If no commercial tool is available that meets this standard, it should be possible to develop a simple tool that measures coverage of only dynamic dispatch, e.g., execution of every method via every method table, equivalent to coverage of the case statements for dispatch methods in [4, section 1.5]. Such a tool can then be used in conjunction with a commercial tool that otherwise measures MC/DC coverage, i.e., for all cases not involving dynamic dispatch.

Other means of compliance involving a combination of tool support and inspections or analysis should also be allowed, e.g., tool confirmation that all methods are called via some method table plus inspection of the method tables for all classes not only for form but for correct content.

5.2 Flow analysis (FA) and dynamic dispatch

The basic DO-178B guideline for flow analysis is defined by [1, section 6.4.4.2c], which states that structural coverage analysis “should confirm the data coupling and control coupling between the code components”. This requirement may be met in a number of different ways, many involving walkthroughs and other forms of analysis in combination with testing to demonstrate structural coverage analysis. Call-trees, sometimes generated from the source code and sometimes from the resulting binary, are commonly used as part of this analysis.

In general, the restricted use of dynamic dispatch (section 4.1) is equivalent to the hand-coding of explicit dispatch methods containing case or compound if statements. As a result both static and dynamic flow analysis tools should produce results for programs using dynamic dispatch equivalent to those for programs using either hand-coded dispatch methods [4, section 9.1] or hand-coded dispatch classes [4, section 9.2] in all cases.


5.3 Smart Linkers

Standard linkers exclude unreferenced classes from referenced libraries when constructing a system software build. “Smart linkers” go further, eliminating unreferenced methods and attributes within classes. This is particularly important when an application uses many general purpose classes, but not all methods and attributes defined by those classes. The use of smart linkers and other similar tools is generally preferable to the manual elimination of such methods and attributes, or their inclusion as deactivated code under the provisions of DO-178B [1] and the interpretation of DO-178B offered by these guidelines. The use of a smart linker, however, is obviously not sufficient to eliminate all potentially dead or deactivated code (e.g., that associated with unreachable code branches within methods), but only assist in doing so.

5.4 General tool support for language rules

Each of the patterns defined by this guide provides general rules (e.g., for the use of a particular OO feature such as dynamic dispatch, etc.). Some of these rules are enforced by some of the languages of interest, while others must be enforced by other means. A number of tools are currently being evaluated to automate or partially automate the language rules defined by the patterns. A report on the results of this work will be made available as a separate document distributed only to the participants in this project.
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Appendix A.   Analysis methods and DO-178B levels

The following table correlates use of the verification methods defined by ISO/IEC PDTR 15942 [3] with the DO-178B defined software levels. An entry of YES in the table indicates that a particular verification method is recommended by DO-178B at a particular software level. An entry of NO indicates that it is not. 

	DO-178B level
	FA
	RC
	SU
	TA
	OMU
	RT
	SC

	A
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	B
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	C
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	D
	NO
	NO
	YES
	YES
	NO
	YES
	NO


FA
Flow analysis. Includes control flow and data flow
RC
Range checking. 

SU
Stack usage.

TA
Timing analysis.

OMU
Other memory usage.

RT
Requirements-based testing. Includes equivalence class, and boundary value.

SC
Structural coverage analysis includes statement coverage, decision coverage and modified condition/decision coverage.

Definitions of the verification methods are provided and mapped to DO-178B terminology by the Glossary (Appendix C.  ).
Acronyms and abbreviations

AVSI. Aerospace Vehicle Systems Institute. See section 1.1.

CORBA. Common Object Request Broker Architecture. See glossary.

EUROCAE. European Organization for Civil Aviation Equipment.

FA. Flow analysis. See glossary.

FAA. Federal Aviation Administration.

LSP. Liskov Substitution Principle. See section 4.2 and reference [30].

OMG. Object Management Group. See glossary.

OMU Other memory usage. See glossary.

OO. Object-oriented. See section 2.

PSAC. Plan for Software Aspects of Certification. See DO-178B [1].

RC. Range checking. See glossary.

RT-based testing. Includes equivalence class, and boundary value. See glossary.

SU. Stack usage. See glossary.

SC.
Structural coverage analysis includes statement coverage, branch coverage and modified condition/decision coverage tests. See glossary.

TA
Timing analysis. See glossary.

UML. Unified Modeling Language. See glossary.

Appendix B.   Glossary

Object-oriented terms are taken from UML [7] and related sources, e.g., [17]. They are used consistently in all target language independent sections of the Guide and the associated break out papers. Sections of the guide and break out papers explicitly associated with a particular target language use the terminology of that language. A table cross-referencing language terminology with UML terms appears in Appendix D.  
Terms representing verification methods are taken from [1] and from [3]. An attempt is made to draw a correspondence between definitions from these sources, and to contrast corresponding definitions when they differ.

abstract class. “A class that cannot be directly instantiated” [7]. Any class containing an abstract operation must itself be abstract. Contrast with concrete class.
abstract operation. “An operation that is declared but not implemented by an abstract class” [17].  Abstract operations do not have associated methods (bodies) in the class that defines them, but must have an associated implementation in concrete subclasses. See operation, method.

argument. “A binding for a parameter that resolves to a run-time instance. Synonym: actual parameter. Contrast: parameter.” [7].

aspect-oriented programming. An approach used to encapsulate policies and strategies that cross cut the core functionality of a system. Such system or subsystem wide policies are referred to aspects. They include policies for error handling, synchronization, resource allocation, fault-tolerance, performance, software monitoring, distributed data access, and other potentially safety related issues. Aspect-oriented programming is generally viewed as complementary to object-oriented development.

association. “The semantic relationship between two or more classifiers that specifies connections among their instances.” [7]. Such connections may be represented as pointers or access types that reference other objects. They may also be computed rather than stored.
attribute. “A feature within a classifier that describes a range of values that instances of the classifier may hold.” [7]. Attributes are stored values or fields in Ada95, C++ and Java.
child. “In a generalization relationship, the specialization of another element, the parent. See: subclass, subtype. Contrast: parent.” [7]. Child classes inherit from their parent classes. Or, in other words, but saying the same thing: Subclasses inherit from their superclasses. 
class. Informally, a class is any classifier. Formally, “a description of a set of objects that share the same attributes, operations, methods, relationships, and semantics. A class may use a set of interfaces to specify collections of operations it provides to its environment” [7]. 

classifier. UML defines the term classifier to include interfaces, classes, datatypes, and components.  In the AVSI guide (and elsewhere) the term class is often used informally as a synonym for classifier. Formally, however, classes describe only objects, which have an identity and state, and not datatypes, interfaces, or components. See [7, p, 2-17, Figure 2-8] for a diagram that illustrates the formal UML relationships between Classifier and its subtypes Class, Datatype, Interface, and Component.

code-sharing. There are many ways to support the sharing of code. In the context of this paper, the risk is that inheritance can be misused to support only the sharing of code and data structure, without attempting to follow behavioral subtyping rules.

component. “A physical, replaceable part of a system that packages implementation and provides the realization of a set of interfaces. A component represents a physical piece of implementation of a system, including software code (source, binary or executable) or equivalents such as scripts or command files.” [7]

concrete class. “A class that can be directly instantiated” [7]. A concrete class has no abstract operations. Contrast with abstract class
concrete operation. An operation that has an associated method in the context of a given class. Contrast with abstract operation.

control flow analysis. 1. Control flow analysis is typically used in the identification and confirmation of control coupling. DO-178B [1] does not explicitly define this term, or the related term control flow. It, however, references both (on pages 21, 28, 52, 61, and 57).  2. The PDTR [3, p. 3, section 2.3.1] defines control flow analysis in terms of its objectives: to ensure the code is executed in the right sequence, to ensure the code is well structured, to locate any syntactically unreachable code, and to highlight parts of the code where termination needs to be considered, i.e. loops and recursion. Call tree analysis is cited as an example of one of many control flow analysis techniques, and is offered as a means of confirming that design rules for the partitioning of critical and non-critical code have been followed. 

CORBA. An industry wide standard for communication between distributed objects, independent of their location and target language. The CORBA standard is defined by the Object Management Group (OMG). CORBA itself is an acronym for Common Object Request Broker Architecture.

data flow analysis. 1. Data flow analysis is typically used in the identification and confirmation of data coupling. DO-178B [1] does not explicitly define this term, or the related term data flow. It, however, references both (on pages 21, 28, 52, 61, and 57).  2. The PDTR [3, p. 4, section 2.3.2] defines data flow analysis in terms of its objective: to show that there is no execution path in the software that would access a variable that has not been set a value. “Data flow analysis uses the results of control flow analysis in conjunction with the read or write access to variables to perform the analysis. Data flow analysis can also detect other code anomalies such as multiple writes without intervening reads.”

datatype. “A descriptor of a set of values that lack identity and whose operations do not have side effects. Datatypes include primitive pre-defined types and user-definable types. Pre-defined types include numbers, string and time. User-definable types include enumerations.” [7] 

declared type. The type associated with name (such as a variable, constant or parameter) at its point of declaration. The run-time type of any associated object must be a subtype of its declared type.
deactivated code. “Executable object code (or data) which by design is either (a) not intended to be executed (code) or used (data), for example, a part of a previously developed software component, or (b) is only executed (code) or used (data) in certain configurations of the target computer environment, for example, code that is enabled by a hardware pin selection or software programmed options.” [1, p. 81].

dead code. “Executable object code (or data) which, as a result of a design error cannot be executed (code) or used (data) in an operational configuration of the target computer environment and is not traceable to a system or software requirement. An exception is embedded identifiers.” [1, p. 81].

delegation. The implementation of an operation by means of a call to an equivalent operation on a component object (the delegate). Delegation can be used as an alternative to implementation inheritance. Contrast: inheritance.

design pattern. In general, a design pattern presents a problem, followed by a description of its solution in a given context and programming language. In these guidelines, each pattern presents a problem addressed by a specific OO feature, followed by a description of acceptable use of the feature in the context of DO-178B.

dynamic binding. See dynamic dispatch.

dynamic classification. “A semantic variation of generalization in which an object may change its classifier. Contrast: static classification.”[7]. Using dynamic classification, the class of an object may change during its life time. Using static classification, it may not.

dynamic dispatch. The association of a method with a call based on the run time type of the target object. Dynamic dispatch is not related to dynamic linking or dynamic link libraries.

feature. An attribute or operation.

flow analysis. A term encompassing both control flow analysis and data flow analysis.

generalization. “A taxonomic relationship between a more general element and a more specific element. The more specific element is fully consistent with the more general element and contains additional information. An instance of the more specific element may be used where the more general element is allowed. See: inheritance.” [7].

implementation. “A definition of how something is constructed or computed. For example, a class is an implementation of a type, a method is an implementation of an operation.” [7]

implementation inheritance. “The inheritance of the implementation of a more specific element. Includes inheritance of the interface. Contrast: interface inheritance.” [7]. Unlike interface inheritance, the inherited elements are more than specifications. They contribute to the executable object code.
inheritance. “The mechanism by which more specific elements incorporate structure and behavior of more general elements related by behavior” [7]. See generalization. 

inline. A command used in Java, Ada, and C++ to hint to the compiler that expansion of a method body within the text is to be preferred to the usual call implementation. For all of these languages, the compiler can follow or ignore the recommendation to inline.

instance. “An entity to which a set of operations can be applied and which has a state that stores the effects of the operations. See: object.
interface. A definition of the features accessible to clients of a class.  Interfaces are distinct from classes, which may also contain associations or define methods. Note: The UML definition of interface differs slightly from that defined by Java in that Java interfaces may contain constant fields, while UML interfaces may contain only operations.

interface inheritance. “The inheritance of the interface of a more specific element. Does not include inheritance of the implementation. Contrast: implementation inheritance” [7]. Unlike implementation inheritance, the inherited elements are only specifications. They do not contribute to the executable object code.

invariant. A condition associated with a class that is established whenever a new instance of the class is created and must be maintained by all its publicly accessible operations. As a result, the invariant is effectively a part of the precondition and the postcondition of every such operation. It may be violated in the intermediate states that represent the execution of a given method so long as the operations of the object are properly synchronized and such violations are not externally observable.

Liskov substitution principle. A set of subtyping rules that ensure that instances of a subclass are substitutable for instances of all parent classes in every context. These rules go beyond the simple checking of signatures, taking into account the behavior of operations (as defined by their pre and post conditions) and the invariants defined by classes. Even if classes are not defined formally, the principle can be upheld by requiring the inheritance of test cases (as described in section 4.2). Related work (by Leavens and others) refer to these principles as “behavioral subtyping”.

method. “The implementation of an operation. [A method] specifies the algorithm or procedure associated with an operation” [7]. A method corresponds to a subprogram with a body in Ada95, a concrete function member (one with a body) in C++, and to a concrete method in Java.  See operation.

multiple dispatch. Dynamic dispatch based on the run time types of all the arguments to a call, rather than only the run time type of the target object. Contrast: single dispatch. 

multiple inheritance. “A semantic variation of generalization in which a type may have more than one supertype. Contrast: single inheritance.” [7].

object. “An entity with a well-defined boundary and identity that encapsulates state and behavior. State is represented by attributes and relationships, behavior is represented by operations, methods, and state machines. An object is an instance of a class. See: class, instance.” [7].

Object Management Group. A standards body for the object-oriented development community. The membership includes all major object-oriented tool vendors, many companies offering OO training and consulting services, many companies offering COTS software, and many end users of OO technology, including several of the members of AVSI. The Object Management Group (OMG) defines interface standards for distributed object communication (CORBA) and for OO modeling tools (UML).

object-oriented. For the purposes of this investigation, the term “object-oriented” fundamentally refers to: 1) the use of classes to support encapsulation, 2) the use of inheritance of interfaces to support subtyping, 3) the use of inheritance of implementation (state and code) to support subclassing, and 4) the use of dynamic dispatch (virtual method invocation) to support polymorphism and the inheritance of code.
operation. “A service that can be requested from an object to effect behavior. An operation has a signature, which may restrict the actual parameters that are possible” [7]. An operation corresponds to a subprogram declaration in Ada95, to a function member declaration in C++, and to an abstract method declaration in Java. It does not define an associated implementation.  See method.

other memory usage analysis. The PDTR  [3, p. 6, section 2.3.6] defines other memory usage analysis as related to the sharing of resources between different software ‘partitions’. “These forms of analysis include, but are not limited to, memory (heap), I/O ports, and special purpose hardware, which perform specific computations or watch dog timer functions.”

overloading. The definition of a set of operations or methods in a given namespace that have the same name but different signatures.  
overriding. The redefinition of an operation or method in a subclass.

parameter. “The specification of a variable that can be changed, passed, or returned. A parameter may include a name, type, and direction. Parameters are used for operations, messages, and events. Synonyms: formal parameter. Contrast: argument.” [7] 

parent. “In [an inheritance] relationship, the generalization of another element, the child. See: subclass, subtype. Contrast: child.” [7].  Child classes inherit from their parent classes. Or, in other words, but saying the same thing: Subclasses inherit from their superclasses.

pattern. See design pattern, process pattern. “Patterns” are used by software developers to document solutions to commonly encountered analysis and design problems. Each pattern documents a single solution in a given context. Patterns are used in this paper to document object-oriented solutions to common analysis and design problems in the context of DO-178B.
polymorphism. “A concept in type theory, according to which a name (such as a variable) may denote objects of many different classes that are related by some common superclass; thus, any object denoted by this name is able to respond to some common set of operations in different ways” [17].

postcondition. “A constraint that must be true at the completion of an operation.” [7]

precondition. “A constraint that must be true when an operation is invoked.” [7]

process pattern. In general, a process pattern presents a problem related to the software development process itself, followed by a description of its solution in a given context. In these guidelines, the context is generally DO-178B compliance.
range checking. The PDTR  [3, p. 6, section 2.3.6] defines range checking in terms of verification that data values lie within specified ranges and maintain a specified accuracy. Range checking includes, but is not limited to, overflow and underflow analysis, the detection of rounding errors, range checking, and the checking of array bounds. 

relationship. “A semantic connection among model elements. Examples of relationships include associations and generalizations.” [7]

requirements-based testing. DO-178B [1] does not explicitly define this term, but references it on pages 30, 31, 32, 33, and 64. Requirements-based testing includes both normal range test cases, and robustness (abnormal range) test cases. The test cases are to be developed from the “software requirements and the errors sources inherent in the software development process”. The PDTR [3, p. 7, section 2.4.2] defines requirements based testing in terms of the objective of showing that the actual behavior of the program is in accordance with its requirements. It is regarded as synonymous with ‘functional testing’ and ‘black-box testing’. Two common methods are cited for conducting requirements-based testing: equivalence class testing, and boundary value testing. The use of the term herein is intended to encompass both definitions.

run-time type, run-time class. The type/class associated with an object at run-time, e.g. when the object is first created. In Ada95, this is the tag associated with objects of a tagged type.
signature. “The name and parameters of [an operation or method]. A signature may include an optional returned parameter [depending upon the target language].” [7].

single dispatch. Dynamic dispatch based on only the run time type of the target object. Most OO languages, including Java, Ada95 and C++ are single dispatching. Contrast: multiple dispatch.
single inheritance. “A semantic variation of generalization in which a type may have only one supertype. Contrast: multiple inheritance.” [7].

software level. One of the software levels defined by DO-178B  [1, section 2.2.2]. “Software level is based upon the contribution of software to potential failure conditions as determined by the safety assessment process” [1, section 2.2.2, p. 7]. 

stack usage analysis. The PDTR [3, p. 6, section 2.3.7] defines stack usage analysis as a form of shared resource analysis that establishes the maximum possible size of the stack required by the system and whether there is sufficient physical memory to support this stack size. It points out that some compilers use multiple stacks, and that this form of analysis is required for each stack. Potential stack-heap allocation collisions, when these forms of storage compete for the same space, are also included.
static classification. “A semantic variation of generalization in which an object may not change [its] classifier. Contrast: dynamic classification.” [7]. Using dynamic classification, the class of an object may change during its life time. Using static classification, it may not.

strongly typed. “A characteristic of a programming language, according to which all expressions are guaranteed to be type consistent” [17].

structural coverage analysis. Structural coverage analysis is an analysis that (1) determines which software structures [1, p. 26, section 6.4] and code structures [1, p. 33, section 6.4.4.2] were not exercised by the requirements based test procedures; and (2) provides traceability between the implementation of the software requirements in the code structure and the verification of those requirements via test cases [1, p. 26, section 6.2].

subclass. “In a generalization relationship, the specialization of another class; the superclass. See: generalization. Contrast: superclass” [7].
subtype. “In a generalization relationship, the specialization of another type; the supertype. See: generalization. Contrast: supertype” [7].

superclass. “In a generalization relationship, the generalization of another class; the subclass. See: generalization. Contrast: subclass.” [7].

supertype. “In a generalization relationship, the generalization of another type; the subtype. See: generalization. Contrast: subtype” [7].

target object. The object that is the target of a method call [most often written targetObject.methodName (argumentList);]. Dynamic dispatch typically involves selection of a method based on the declared types of the arguments and the run-time type of the target object.
template. A parameterized model element with unbound (formal) parameters that must be bound to actual (type) parameters before it can be used. At a target language level, templates correspond to Ada generics and to C++ templates.

template class. A parameterized class. Template classes are implemented as generic packages in Ada, and to template classes in C++. Java does not currently support parameterized class definitions.

template operation. A parameterized operation or method. Template operations are referred to as generic subprograms in Ada, and as template member functions in C++. Java does not currently support parameterized class definitions.
timing analysis. The PDTR [3, p. 6, section 2.3.7] defines timing analysis in terms of the objective of “establishing the temporal properties of the input/output dependencies”. “A common and important aspect of this analysis is the worst-case execution time for the correct behavior of the overall system. Certain languages offer features that make timing analysis difficult, e.g., loops without static upper bounds and the manipulation of dynamic data structures.”

Unified Modeling Language (UML). A standard OO modeling notation defined by the Object Management Group (OMG). UML defines graphical notations, associated semantics, and the interfaces and standards necessary for the exchange of models by tools supplied by different vendors. In addition to UML, the OMG defines domain specific extensions to UML, all of which are based on a common meta-modeling standard (the Meta-Object Facility, or MOF).

Appendix C.   Language terms

Sections of this document explicitly associated with a given target language use the terminology of that language rather than the more general UML terms appearing in the glossary. The following table provides a cross reference between language specific terms and UML terms and between the terms used by one target language and those used by another. Only the target languages of interest (Ada95, C++ and Java) appear. Where the mapping is not exact, explanatory notes appear.

	UML term
	Ada95 term/concept
	C++ term/concept
	Java term/concept

	attribute
	field
	data member
	field

	class
	package1
	class
	class

	class scope 
	associated with the package representing a class and not with the type defined by it3
	static 
	static 

	inherited operation
	inherited primitive operation, derived subprogram, inherited subprogram
	inherited function
	inherited method

	instance scope
	associated with the type defined by a package representing a class
	non-static, member
	non-static, instance

	interface
	a package defining an abstract type and only abstract operations on that type
	an abstract class defining only pure virtual member functions
	interface5

	method
	concrete subprogram, i.e. a subprogram that is not abstract and defines an associated body2
	concrete function, i.e. a function that is not purely abstract but has an associated implementation
	concrete method i.e. a method that is not abstract but has an associated implementation

	operation
	abstract subprogram2
	purely abstract function
	abstract method

	public
	public
	public
	public

	protected
	defined in terms of child packages
	protected
	protected

	private
	private
	private
	private

	template
	generic
	template
	Java does not currently support templates


Notes.

1. Ada95 separates the concepts of package and type, rather than combining them in the concept of a class. An Ada95 package that defines a single tagged type and the operations on that type corresponds to a class in UML and the other languages. 

2. Technically operations and methods are associated only with classes. In Ada95 terms these are the primitive operations associated with the type defined by a package representing a class. 

3. In Ada95 operations/methods of class scope are associated with a package that represents a class but do not have a parameter of the type defined by the package. As a result their implementation may refer only to variables within the body of the package (also considered to be of class scope) and not fields defined by the tagged type. 

4. In C++ and Java, the term static is used to indicate a given operation, method, or attribute is associated with the class itself rather than its individual instances. 

5. The UML definition of interface differs slightly from that defined by Java in that Java interfaces may contain fields (attributes), while UML interfaces may contain only operations.
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Simple overriding rule: An operation may override an inherited operation with the same signature by associating a method with it in the subclass definition, by making it more visible to clients, by subtyping its return type, or by being more restrictive regarding the types of errors it can report. No other form of overriding should be allowed. 


Simple dispatch rule: When an operation is invoked on an object, the method associated with the operation in its run time class is executed. This rule applies to all calls other than the explicit calls to superclass methods used by the method extension pattern in section � REF _Ref486648151 \r \h ��4.3�.


Initialization rule. No call to an externally visible operation of an object other than its constructors is permitted until it has been fully initialized.





Inherited test case rule: Every test case appearing in the set of test cases associated with a class should appear in the set of test cases associated with each of its subclasses. Only test cases for private operations (which are not visible in the subclass) should not be inherited.


Separate context rule. Each method must be separately tested in the context of every concrete class in which it appears, irrespective of whether it is defined by the class or inherited by it.





Repeated inheritance rule: When the same operation is inherited by an interface via more than one path through the interface hierarchy, this should result in a single operation in the subinterface.


Redefinition rule: When a subinterface inherits different definitions of the same operation [as a result of redefinition along separate paths], the definitions must be combined by explicitly defining an operation in the subinterface that follows the simple overriding rule (section � REF _Ref484837686 \r \h ��4.1.5�) with respect to each parent interface. 


Independent definition rule: When more than one parent independently defines an operation with the same signature, the user must explicitly decide whether they represent the same operation or whether this represents an error.














Template parameters





Repeated inheritance rule: When the same feature (method or attribute) is inherited by a class via more than one path through the interface hierarchy, this should (by default) result in a single feature in the subclass.


Redefinition rule:  When a subclass inherits different definitions of the same method [as a result of redefinition along separate paths], the definitions must be combined by explicitly defining a method in the subclass that follows the simple overriding rule  with respect to each parent class.


Independent definition rule: When more than one parent independently defines a method with the same signature, the user must explicitly decide whether they represent the same method or whether this represents an error. If they are intended to be different, renaming should be used to distinguish them. Otherwise an overriding method should be explicitly defined in the subclass to combine them (as above).
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5 methods & attributes: 100% coverage, 


5 methods & attributes: 0% coverage











Templates should be instantiated and tested with each type argument to parameter binding in the system unless:


the types map to the same underlying representation, and


object code can be shown to be equivalent� NOTEREF _Ref515441115 \h � \* MERGEFORMAT �12�.


Nested templates, templates with child packages (Ada), and templates with friend classes (C++) should be prohibited for levels A, B, and C.


Formal "inout" should be prohibited for levels A, B, and C.


Templates should be compiled using "macro-expansion" rather than "code sharing".


For macro-expanded templates, the guidelines for inlining should be followed inasmuch as they apply.














Template class





Note: The patterns for Inheritance and overriding (section � REF _Ref513543225 \r \h ��4.1�) and Subtyping (section � REF _Ref513541790 \r \h ��4.2�) are both required for level A, B and C software. This has an interesting (and beneficial) side effect.  By running all “inherited” test cases against an instance of each concrete subclass, we guarantee that we exercise each method table entry of every method table. Therefore if we demonstrate conformance to the subtype testing rules of section � REF _Ref513541790 \r \h ��4.2�, we also demonstrate MCDC coverage of dynamic dispatch by the test set. As a result, we do not need coverage analysis tools that “understand” dynamic dispatch; conventional MCDC coverage tools can be used.





Item, Value, Buckets: Int





Map





+Bind (in I, in The_Item : Item, in With_Value : Value) : bool


+IsBound (in The_Item : Item ) : boolean (idl)











� The same basic approach, with the same categories of verification methods, is used in the ISO Guide for the Use of the Ada Programming Language in High Integrity Systems (PDTR 15942) � REF _Ref480608103 \r \h � \* MERGEFORMAT �[3�]


� Definition of the terms pattern, design pattern and process pattern appear in the glossary.


� To keep this guide reasonably short, language specific examples have been included only in the versions of these patterns that appear in the break out papers.


� The ability to define an object that behaves like an object of either of two superclasses.


�  When the language itself does not allow the user to make the intent to override an inherited operation/method explicit.


� Although, unlike C++ and Java, we cannot control the visibility of individual attributes (record fields). This, however, is of little consequence if all data is hidden, as in normal practice. The Ada95 tagged type can be designated as private to ensure this.


� This would not be a problem if the argument were declared to be of a class wide type because dynamic dispatch would then occur. 


� We describe the basic idea in terms of our conceptual model for dynamic dispatch using case statements even though the compiler may generate and index method tables in order to implement it. 


� Since we have to develop the test cases anyway, specifying the client contract basically involves writing down the criteria used when doing so.


� See � REF _Ref493585312 \r \h ��[5�, section 3.3.2] for a discussion of the problems related to use of forwarding functions as a work around for renaming.


� This explicit form of selection is preferred even though C++ provides for implicit selection in some cases in accordance with its own dominance rule � REF _Ref483802848 \r \h ��[37�, p. 263].


� Equivalence implies that no object code has been added or removed between the two versions of object code, although base addresses and references to constants may differ. For example, if the op-codes (e.g., 32-bit instructions for copy/move/etc. in all versions) and the code sequence are the same, and the stack frames are the same size and have the same offsets (base addresses can differ) then equivalence can be shown.	 Control variables and constants can be different, but should be shown to be of the same size and usage should be shown to be consistent. This definition of equivalence, however, is not intended to be complete.


� C++ allows the result type to be more specific in the subclass, but this is not considered to be part of the method’s signature which consists of the name and types of its arguments. Similarly Java allows the exception list to be more constrained in a subclass (eliminating some of the parent class exceptions), but this is not considered to be part of the method’s signature.


� Alternately, we can think of the set of methods as being combined into a single method containing a case statement that selects exactly one branch to execute based on the run time class of the object. All the methods have the same input and output parameters (same signature), and all share a common contract with clients which we can express declaratively in terms of pre/postconditions or imperatively in terms of a common set of test cases. 


� Which potentially could invoke a subclass method before the associated subclass attributes were initialized.


� As a result, these extended test cases can build on the inherited test cases by calling them, then performing the additional check. Very much like method extension in section � REF _Ref486648151 \r \h ��4.3�.


� The reference could be resolved by qualifying the name of the method with the name of the defining superclass. Such calls, however, are always resolved statically. As a result, if the method is later overridden in the subclass, the overriding method will not be called (in violation of the simple dispatch rule (section � REF _Ref484837686 \n \h � \* MERGEFORMAT �4.1.5�) and the guidelines offered by most authors, including Bjarne Stroustrup). Furthermore, if we wish to override each of the inherited methods individually, we cannot � REF _Ref486825406 \n \h � \* MERGEFORMAT �[33�, p. 196].


� But not that we do so at each call site.
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