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 End of Year 1

1. Scale up the power system’s real-time simulator to simulate up to ~100-
bus system and necessary models development.

2. Development of necessary interfaces between the SCADA system (cyber) 
and the real-time simulator (physical) to achieve required fidelity.

3. Development and implementation of testbed federation building blocks 
and proof-of-concept implementation including those for CPS Cyber 
Defense Competition (CPS-CDC)

4. Develop, document, and demonstrate open Application Programmer 
Interface and building block for testbed use. 

5. Document test-bed initial capabilities including user guide

Project Tasks & Deliverables
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 End of Year 2

1. Implement and demonstrate exemplar protection and control algorithms 
in the testbed.

2. Demonstrate remote experimentation capability through interfacing the 
testbed’s front-end to the back-end through automatic scripting. 
Document the interface.

3. Provide briefing documenting preliminary attack-defense 
experimentations on the testbed, with testing of remote access 
capabilities.

4. Host CPS-CDC and disseminate the models and experience to a broader 
university community 

5. Document community outreach activities to grow the research 
community using test-bed

Project Tasks & Deliverables



Project Summary 
High-Fidelity, Scalable, Open-Access Cyber Security Testbed 
for Accelerating Smart Grid Innovations and Deployments

Scientific Impact: 

*A novel architecture with 
abstractions for testbed
federation and remote access

*Novel models and algorithms 
for wide-area monitoring, 
protection, and control for the 
smart grid *Experimental results

Solution: 

*Low-cost: Testbed federation via 
synergistic leveraging of cyber and 
physical resources across partners

*Scalability: Virtualization, OPC, 
abstractions, modules, libraries

*Fidelity: CPS models & algorithms

*Realism: WAMPAC algorithms, 
Stealthy attacks and defenses

Challenge: 

*Developing a low-cost, 
scalable, high-fidelity testbed
that captures cyber and physical 
system properties, and their 
interdependencies for 
conducting realistic cyber 
security experimentation

Broader Impact: 

*Research: Realistic platform to 
evaluate and validate cyber 
security and  smart grid solutions

*Industrial: Pilot studies & Cyber 
security training to engineers and 
operators of power industry

*Education: Workforce 
development via  cyber security 
curriculum and cyber defense 
competitions,  and K-12 outreach

Grant CNS 1446831, Iowa State University 

PI: Manimaran Govindarasu

Email: gmani@iastate.edu

4

March 7, 2016
PowerCyber: CPS Security Testbed for 

Smart Grid             Iowa State University

mailto:gmani@iastate.edu


March 7, 2016 5

Scalability, Reconfigurability

Realism

High Low

Simulation
Testbeds

Hardware-
in-the-

Loop (HIL) 
Testbeds

Test Range 
Facilities

Pilot 
Deployments

Low Cost High

PowerCyber: CPS Security Testbed for Smart Grid             Iowa State University



Information &

Control Layer

Physical Layer

Communication Layer
Cyber 

attacks

EMS, SAS, RTUs, IEDs

Routing infrastructure, 
Network protocols,  
Routers, Firewalls

Power System Simulators 
(RTDS, Power factory)

Defenses

March 7, 2016 6PowerCyber: CPS Security Testbed for Smart Grid             Iowa State University



March 7, 2016 7PowerCyber: CPS Security Testbed for Smart Grid             Iowa State University



March 7, 2016 8PowerCyber: CPS Security Testbed for Smart Grid             Iowa State University



March 7, 2016 9PowerCyber: CPS Security Testbed for Smart Grid             Iowa State University



Frontend Web 
server

Backend Server
With Orchestration 

Framework
Internet

User
SCADA VM’s

SCADA 
Network

Relays, PMUs

Attacker 
nodes

Power System 
models

Defense 
measures

March 7, 2016 10
PowerCyber: CPS Security Testbed for Smart Grid             Iowa State University



11

CPS Security Testbed – What can it help with?
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CPS:	Synergy:	High-Fidelity,	Scalable,	Open-Access	Cyber	Security	Testbed		
for	Accelera ng	Smart	Grid	Innova ons	and	Deployments	

Federa on	architecture	
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Testbed	architecture	

NSF	Award	#	CNS	1446831,	Project	Managers:	David	Corman	(NSF),	Daniel	Massey	(DHS)	
PIs:	Manimaran	Govindarasu,	Venkataramana	Ajjarapu,	Doug	Jacobson	

Iowa	State	University	
Graduate	Students:	Aditya	Ashok,	Sujatha	Krishnaswamy,	Ma 	Brown,	Aswin	Chidambaram	Pappa	

CPS	Security	Testbed	Federa on	

Mo va on	&	Project	Goals	
• Cybersecurity	and	resiliency	of	the	power	grid	is	of	paramount	importance	to	na onal	security	

and	economic	well-being.		

• CPS	security	testbeds	are	enabling	technologies	that	provide	realis c	experimental	pla orms	for	
the	evalua on	and	valida on	of	security	technologies	within	controlled	environments.	

	

User	Community	Engagement	

Remote	Access	CPS	Security	Testbed	

Architecture	

User	Interface		 Expt.	Automa on	Design	Flow	

Project	Goal:	Develop	and	deploy	an	integrated	environment	to	conduct	
security	planning,	risk	assessment,	a ack-defense	training	and	
educa on	for	the	community,	government	and	industry	stakeholders.	

Cyber	Defense	Exercises	for	Cri cal	Infrastructure	Security	

NIST/	US	Ignite	Global	City	Teams	Challenge	

Training	Exercise	Scenarios	on	the	Federated	Testbed	

NERC	GridSecCon	2015	Training	Workshop	
Training	Environment	

Future	Work	

Demo	@	GCTC	Expo	in	Washington	D.C.	(June	1,	2015)	

Training	@	GridSecCon	in	Philadelphia	(October	13,	2015)	

Use-cases	 Ins tu ons	

1.	CPS	Security	Research	 Pacific	Northwest	Na onal	Lab,	Washington	State	Univ.	

2.	ICS	Cyber	Security	Research	 Symantec	Corp.,	John	Hopkins	University	

3.	Educa on	&	Training	 NERC,	Industry	Members	

• Use-case	Scenarios:	Developing	a	library	of	models,	a ack	vectors,	defenses.		

• Remote	Access:	Providing	remote	access	and	developing	a	user	community.		

• Testbed	Federa on:	Develop	and	implement	use-cases	for	testbed	federa on.	

Project	Objec ves	

• Develop	innova ve	architectures,	models,	and	algorithms	for	large-scale	CPS	security	testbeds.	
	

• Design	and	implement	a	high-fidelity,	scalable,	open-access	CPS	security	testbed	for	the	Smart	
Grid,	and	to	conduct	CPS	security	research	experimenta on.		
	

• Develop	standardized	datasets,	models,	libraries,	and	use	cases,	and	make	those	available	to	a	
broader	research	community	through	an	open,	remote-access	model	by	leveraging	
collabora on	from	academic	and	industry	partners.	
	

• Develop	and	disseminate	innova ve	curriculum	modules	including	CPS	Cyber	Defense	
Compe ons	for	impar ng	security	knowledge	to	students	via	inquiry-based	learning.	

Website:	h p://powercyber.ece.iastate.edu/	PowerCyber: CPS Security Testbed for Smart Grid             Iowa State University



• NSF CPS PI meeting Demo, Nov. 16, 2015

• DHS R&D Showcase Demo, Feb. 2016

March 7, 2016 PowerCyber: CPS Security Testbed for Smart Grid             Iowa State University 14



March 7, 2016 15PowerCyber: CPS Security Testbed for Smart Grid             Iowa State University

ISERink
Cyber security 
playground   Red 

Team

Blue 
Team

Green Team 
(Users)

SCADA / Control Systems

Blue 
Control 
center

Virtual and/or 
Physical
Systems



Testbed – Research experimentation:
• USC/ISI – DETER project (ongoing) 

• Pacific Northwest National Lab (PNNL) - ongoing

• Washington State University (WSU) – being explored

Testbed Early Users:
• Symantec  - experimentation (ongoing)

• NERC Industry Training Workshop

• John Hopkins University –ongoing

• University of Minnesota Duluth – planned in March 2016
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• Showing early success of remote access

• Developing realistic models and attack vectors

• Sharing of vulnerabilities and results

• Limited programmability, unlike in cyber systems

• Student pipeline
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THANK YOU
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